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1 Preparation

© The procedure is described in detail for Windows Server 2016 in the English version.
All actions must be performed under administrator rights.

7 Install the services and tools that are required for the SMTP server (IIS 6 Management Console and SMTP server).

1.1 Windows Server 2016

7 Start “Server Manager” via the “Start” menu.

IE Server Manager
E ServerManager.exe
= ServerManagerLauncher.exe
k 5-.-'1.|i||l.|s (1
E Server Manager
5 (1)
B 500-100.asp

F See more results

Y Search the Internet

(h
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O You will see a window with all kinds of server administration. If you do not have IIS installed, you must first install this
service (see, for example, the “NET Genium Installation” guide). The next step assumes that IIS is already installed on the
server. “Roles” and “Features” will be important for the installation of the IS 6 Management Console and the SMTP
server. IS acts as a role on the server.
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7 Press “Add roles and features” and then select an option “Server Roles”.

I8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

BE All Servers

- _ o Configure this local server
g File and Storage Services P -

@ s QUICK START

Add roles and features

M

3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
& Add Roles and Features Wizard — O x
. . DESTINATION SERVER
Select installation type P

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation

Server Selection ; ) .
Configure a single server by adding roles, role services, and features.

I Server Roles I

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Features
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© In the next step, the system lists all the “Server Roles” that are available on the server.
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&7 Select the following sections here and press the button “Install”:
e Management Tools
o IS 6 Management Compatibility
= IS 6 Management Console

=, Add Roles and Features Wizard = O X

DESTINATION SERVER

Select server roles par

Select one or more roles to install on the selected server.
Installation Type Roles Description

IS 6 Management Compatibility
provides forward compatibility for
your applications and scripts that
use the two [IS APls, Admin Base

[] Print and Document Services
[[] Remote Access

[] Remote Desktop Services
[] Volume Activation Services

) [@) Web Server (IIS) (16 of 43 installed) Object (ABO) and Active Directory
[@] Web Server (13 of 34 installed) Service Interface (ADSI). You can use
D FTP Server existing IS 6 scripts to manage the

4 [m] Management Tools (3 of 7 installed) 1S 10 Web server.

v IS Management Console (Installed)
« [m
IS 6 Metabase Compatibility (Installed)
| ¥ IiS 6 Management Console (Installed) |
|| 1S © Scripting Tools
(1 1S 6 WMI Compatibility
[C] 1S Management Scripts and Tools
[[] Management Service
[] Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services

<Previous” Next > ] I Instal Il Cancel
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© The next step is to install the “SMTP server” application.

7 Inthe “Server Manager” application, select “Add features” and select “SMTP server” in the list and press the button

“Install”.

f, Add Roles and Features Wizard

Select features

l

Select one or more features to install on the selected server.

Features

[] Peer Name Resolution Protocol

[[] Quality Windows Audio Video Experience

[C] RAS Connection Manager Administration Kit (CMA

[] Remote Assistance

[[] Remote Differential Compression

[m] Remote Server Administration Tools (1 of 41 instal

[C] RPC over HTTP Proxy

[[] Setup and Boot Event Collection

[] Simple TCP/IP Services

' SMB 1.0/CIFS File Sharing Support (Installed)
SMB Bandwidth Limit

v SMTP Server (Installed)

L_| SNMP Service

« Telnet Client (Installed)

(] TFTP Client

[[] VM Shielding Tools for Fabric Management
[] webDAV Redirector

[[] Windows Biometric Framework

v Windows Defender Features (Installed)

: ‘C": 2

- a X

DESTINATION SERVER
deltaxi

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Cancel

Install
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2 SMTP server settings via IIS 6.0 Manager

Start “IIS 6.0 Manager” via the “Start” menu.

W Intemet Information Services (II5) 6.0 Manager

 Sat |i||l.|1 (1)

| Intemet Information Services (I15) 5.0 Manager

» Files (53)

El MNETGEMILM.IS

E pomuelss

El pomrTas

FE METGEMIUM.IS

El pomues

B DomMTTUS

E nETGEMILMIS

FE poMmuBls

E pomrTas

. METGEMIUM_FIREFOX.CSS
8 METGENIUM_CHROME.CSS

. MWETGENIUM_CHROME

£ See miore results

, Search the Internet

e M’

Log off

=

&
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© When the program starts, the following screen will appear.

q_.:! Internet Information Services (115} 8.0 Manager

€9 File Action View Window Help

& | @ = HEIEr =

Framework NET Genium/ SMITP server installation

g8 X

FJ Internet Information Service
w o DELTAXT (local compute
5 P [SMTP Virtual Server

Local Yersion

‘omputer] Yes 5 V7.5

Status
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2.1 SMTP Virtual Server

© The next procedure for setting up an SMTP Server is in “Internet Information Services (1IS) 6.0 Manager”.

7 Right-click on “SMTP Virtual Server” and select “Properties”.
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q_.:! Internet Information Services (115} 8.0 Manager x
€9 File Action View Window Help - & x
@ = HmI 2> =0
FJ Internet Information Service Local  Version Status
v gl PELTAK'I I[Icn.:al compute omputer) Ves IS V7.5
U [SMTP Virtual Server
Start
Stop
Pause
Mew »
Mew Window from Here
Fename
Refresh
Properties
Help
< > | € >

Opens the properties dialog box for the current selection.
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2.1.1 Connection
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7 Inthe “Access” tab, click on the button “Connection...”.
[SMTP Virtual Server #1] Properties 7 X

General Access Messages Delivery LDAP Routing  Security

— Access control

Edit the authentication methods for this
MESOUMCE.

— Secure communication
TLS is not available without a certificate.

I Eequire TLS encryption

—Connection control

Grant or deny access to this resouce using ) I
|P addresses or Intemet domain names. Connection...

— Relay restrictions

Grant or dery permissions to relay e-mail Relay |
through this SMTP virtual server. -

QK Cancel Apphy Help
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7 In the next window, set the list of all IP addresses from which the connection to the SMTP Server will be allowed. If you
will only be able to connect from our server, check “Only the list below” and add the IP address to the list “127.0.0.1".

Connection

Select which computers may access this virtual server:

Al except the list below
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X

Computers:
Access | IP Address (Mask) / Domain Name
& Grarted 127.0.0.1
Add... | Bemove |
OK I Cancel Help
2.1.2 Relay

7 In the window that will open, select the “Access” tab and press the button “Relay...”.

[SMTP Virtual Server 1] Properties

el

Acceass conbrol

[Edit the authentication methods for this
resource.

Secine communication
TLS i= not available without a cedificate.

mll;

Cennection contral

Grant or deny accass to this ressuce usng
IP addresses or Intemet domain names.

Relsy restrictions

Grant or deny permissions 1o relay e-mail
through this SMTP wirtual sanver.

QK Cancel

? »

LDAP Aouting  Secumnty
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7 In the next window, set a list of all IP addresses from which forwarding to the SMTP Server will be enabled. If forwarding
from only our server will be enabled, check “Only the list below” and add the IP address to the list “127.0.0.1".
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Relay Restrictions *

Select which computer may relay through this virtual server:

" All except the list below

Computers:
Access | IP Address (Mask) / Domain Name
gf Granted 127.0.0.1

Add.. | Bemove |

[™ Allow all computers which successfully authenticate to relay. regardiess
of the list above.

OK I Cancel Help

2.1.3 Messages

7 Next, go to the “Messages” tab, where you can disable the message size limit, the “session” limit and the number of
messages within one connection.

s

[SMTP Virtual Server #1] Properties 7

General Access Messages Delivery LDAP Routing  Security

Specify the following messaging information.

¥ Limt message size to (KB): 10240
[v Limit session size to (KB): IH]Z-H}

¥ Limit number of messages per connection to: IZD

[ Limit number of recipients per message to: I'I[H]'I]

Send copy of Non-Delivery Report to:

Badmail directory:

IC Mnetpubmailroot Badmail Browse... |

oot | [ [0
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2.1.4 Delivery

Then go to the “Delivery” tab and click on the “Advanced...” button.

[SMTP Virtual Server #1] Properties r X
Gemeral Accass Messages LDAP Routing  Sacurty
Outbound 1
First retry irterval fmiues: [5
Sacond retry srval jminuss) [0
Third retry interval iminutes): IW_
Subsequent retry rerval imirndes) [2e0
Dy ol
S— e
Local
Delay notfication: [z [Hows =l
S F o
Outbound Securty . | Duthound connections. |
0K Cancel Apply Help

®

Framework NET Genium/ SMITP server installation
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7 Set FQDN (Fully-qualified domain name)
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A Important note: You need to contact your ISP to create a reverse lookup (PTR) that must match your FQDN.

Advanced Delivery bt

Mapdmum hop count:

e

Masquerade domain:

Fultyqualified domain name:
Idomainname.cz| I Check DNS

Smart host:

[T &ttempt direct deliveny before sending to smart host

[~ Perform reverse DNS lookup on incoming messages

QK I Cancel Help
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3 Services settings

7 Start “Services” via the “Start” menu.

Programs {7)
£ Internet Information Services (IIS) 6.0 Manager
internet Information Services (IIS) Manager
Services
Component S|EEEH s, and configures
Microsoft Azure Services
services.exe
SEIVICEs.mscC
Settings (10)
§ Internet Information Services (JIS) 6.0 Manager
™E Internet Information Services (1IS) Manager
Q, Services
%) Component Services
@ Microsoft Azure Services
Ly View local services

B8 Allow remote access to your computer

£ See more results

Y Search the Internet

Framework NET Genium/ SMTP server installation
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3.1 Simple Mail Transfer Protocol
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7 Find the “Simple Mail Transfer Protocol” service, right-click on it and select “Properties”.

w Services
File Action View Help

& mE a3 O BT

R

Sevices (Local) | N0} Senices(loaal)

Simple Mail Transfer Protocol
(SMTP)

Stop the service
Pause the service
Bestart the service

Descnption:
Transports electronic mail across the
network.

|\ Extended ‘\ Standard /
Opens the properties dialog box for the current selection.

Name

-S;’, Secure Socket Tunneling Pr..,
&), Security Accounts Manager
A.'.;‘; Sensor Data Service

&) Sensor Monitoring Service
-.'.';‘; Sensor Service

Gk Server

& Smart Card Device Enumera...
.",;‘, Smart Card Removal Pelicy
.'.;’, SNMP Trap

»f.;-'; Software Protection

€J, Special Administration Con...
1), Spot Verifier

161, SSDP Discovery

£} State Repository Service

&0, Sl Image Acquisition Events
Q‘, Storage Service

{',;‘: Storage Tiers Management
& Superfetch

G Sync Host_e2ba69

-.'.‘;’, System Event Notification S...

A €. intnme Fiiomte Nunbins

Description

Provides su...

The startup ...
Dedivers dat...
Monstors va...
A service fo...
Supports fil...

Allows the s...
Receives tra..,
Enables the ...
Allows adm..,
Verifies pote...
Discovers n..,

Provides re...
Launches ...

Provides en...
Optimizes t...
Maintains a...
This service ..
Moenitors sy...

(X1

adimstan

Status

Running

Running

Running

Running
Running

Running
Running

Nommins

Startup Type
Manual
Automatic
Manual (Tng...
Manual (Tng...
Manual (Tng...
Automatic

Uisab
Manual (Trig
Manual
Manual
Automatic (T
Manual
Manual (Tng
Manual
Manual

Log On As
Local Service
Local Syste..,
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...

All Tasks
Refresh

Manual

Properties

Manual (Tng
Manual
Manual
Automatic (D...
Automatic

AL dnonabin (T

Help

Local Syste...
Local Syste...
Local Syste...

LasalCuses,
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7 Onthe “General” tab, set the Startup type to “Automatic”.

Simple Mail Transfer Protocol (SMTP) Properties (Local Computer)

General

Service n

Diigplay name:

Description:

Recovery Dependencies

SMTPSVC
Simple Mail Transfer Protocal (SMTF)

’Tmnspurts electronic mail across the networl.

Path to executable:
CWindows system 32 inetsnsiinetinfo.exe

Startup type: Automatic e
Service status: Rurnining
Start Stop Pausze Fesume

You can specify the start parameters that apply when you start the service

from here.

Start parameters:

Cancel Aoly

Framework NET Genium/ SMITP server installation
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4 Firewall settings

7 Viathe “Start” menu, start the Firewall settings, such as administrator.

* Programs (2)

= Windows Firewall with Advanced Security

Open

Open file location

Pim to Start menu (Classic Shell)
* Windows Firewall with Advanced Security Author

. Firewall.cpl

¥ Settings (5)

* Allow an app through Windows Firewall Run a5 administrator
Pim to Start

Scan with Windows Defender...
Open with...

# Check firewall status
™ Windows Firewall
Check security status Unpin from taskbar
Restore previous versions
Send to
Cut
Copy
Create shortcut

Explore

Properties

See

Search the Internet

Log off
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© In order for anyone not to be able to log in to the SMTP server and send messages from it, it is necessary to block the
SMTP-In Protocol. SMTP-In Protocol can be blocked in two different ways.
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4.1 Complete blocking of all IP addresses
&7 In “Inbound rules”, right-click on “Simple Mail Transfer Protocol (SMTP-In)” and select “Disable Rule”.
9 Windows Firewall with Advanced Security

File Action View Help
% 25 = HE

@ Windows Firewall with Advance B LT

Inbound Rules -

N G Profile 4
Outbound Rules ame roup rofile
¥ Connection Security Rules Inbound Rule for Remote Shutdown (TC...  Remote Shutdown All
‘-ﬂ Monitoring Remote Scheduled Tasks Management (...  Remote Scheduled Tasks M., All

Remote Scheduled Tasks Management (...  Remote Scheduled Tasks M., All
Remeote Volurme Management - Virtual Di... Remote Volume Management  All
Remote Volume Management - Virtual Di.. Remote Volume Management Al

Routing and Remote Access (GRE-In) Routing and Remote Access Al
Routing and Remote Access (L2ZTP-In) Routing and Remote Access Al
Routing and Remote Access (PPTP-In) Routing and Rernote Access Al
Secure Socket Tunneling Protocol (S5TP-... Secure Socket Tunneling Pr... Al

I
I
I
I
I
Remeote Volurme Management (RPC-EPM... Remote Volurme Management Al I
I
I
I
I
%

} World Wide Web Services (HTTPS Traffic...  Secure World Wide Web Ser... Al
ﬁ Simple Mail Transfer Protocel (5 =

er Protoc...

Dizable Rule

Wirtual Machine Monitoring (DCC
Virtual Machine Monitoring (Echo Reque...  Virtual Machine Monitoring All
Yirtual Machine Menitoring (Eche Reque... Virtual Machine Monitoring All
Virtual Machine Monitoring (MB-5ession..  Virtual Machine Monitoring All

Yirtual Machine Monitoring (RPC) Yirtual Machine Monitoring All
£ > £ >

lonitoring All

SMMP Trap Service (UDP In) Domain |
SMMP Trap Service (UDP In) Cut Private.. |
Software Load Balancer Multiplex T ancer All I
TPM Virtual Smart Card Manager Delete :Card Ma... Domain [
TPM Virtual Smart Card Manager Card Ma...  Private.. [
TPM Virtual Smart Card Manager Properties :Card Ma...  Private..
TPM Virtual Smart Card Manager :Card Ma... Domain [
Help I

I

I

I

I

Disable Rule
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4.2 Block all IP addresses except selected ones

7
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In “Inbound rules”, right-click on “Simple Mail Transfer Protocol (SMTP-In)” and select “Properties”.

@ Windows Firewall with Advanced Security

File

Action  View Help

o= 2w = HE

£

@ Windows Firewall with Advance

ln Inbound Rulesl

Outbound Rules
# Connection Security Rules
B Menitoring

>

Mame

Inbound Rule for Remote Shutdown (TC...
Remote Scheduled Tasks Management (...
Remote Scheduled Tasks Management (...

Remote Volume Management - Virtual Di...
Remote Volume Management - Virtual Di...
Remote Volume Management (RPC-EPM...

Routing and Remote Access (GRE-In)
Routing and Remote Access (LZTP-In)
Routing and Remote Access (PPTP-In)

Secure Socket Tunneling Protocel (55TP-..

World Wide Web Services (HTTPS Traffic...

Q Simple Mail Transfer Protocol (SMTP-In)

£

SNMP Trap Service (UDP In)

SNMP Trap Service (UDP In)

Software Load Balancer Multiplexer (TCP...
TPM Virtual Smart Card Management (D...
TPM Virtual Smart Card Management (D...
TPM Virtual Smart Card Management (T...
TPM Virtual Smart Card Management (T...
Virtual Machine Meonitering (DCOM-In)

Virtual Machine Menitoring (Eche Reque...
Virtual Machine Menitoring (Eche Reque...

Virtual Machine Moenitoring (MB-5ession...
Yirtual Machine Monitoring (RPC)

o

Group

Remote Shutdown
Remote Scheduled Tasks M...
Rermote Scheduled Tasks M...
Remote Volume Management
Remote Volume Management
Remote Volume Management
Routing and Remote Access
Routing and Remote Access
Routing and Remote Access
Secure Socket Tunneling Pr...
Secure World Wide Web Ser...

Dizable Rule

Cut

Copy
Delete

Properties

Hel
; d

Virtual Machine Monitoring
Virtual Machine Monitoring
Virtual Machine Monitoring
Yirtual Machine Monitoring

Profile

All
All

Domain

Private...
All
Domain
Private...
Private...
Domain
All
All
All
All
All

Inbound Rules

[A

Opens the properties dialog box for the current selection.
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4.2.1 General

7

In the newly opened “Simple Mail Transfer Protocol (SMTP-In) Properties” window, go to the “General” tab, select the
“Allow the connection” option and press the “Apply”.

Protocols and Pots  Scope  Advanced  Local Prncipals  Remote Users
s and Services Remote Computers
@ Thisis a ned nile and some of s properties cannot
be modfied.

General

w Name:

S {Simole Mail Transfer Protocol (SMTP-in) |
Description:

Inbound rule for Simple Mail Transfer Protocol to allow
| SMTP server traffic. [TCP 25]

£ Enabled

s @
A‘i (® Aliow the connection

N W O Alow the connection f it is secure

(O Block the connection

o | [0
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4.2.2 Scope
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7 To allow only certain IP addresses to log in to the SMTP server, enter the list of IP addresses on the “Scope” tab in the
“Remote IP address” field.

Simple Mail Transfer Protocel (SMTP-In) Properties >
General Programs and Services Remote Computers
Protocols and Ports Advanced Local Principals ~ Remote Users

Local IP address

B ® Any IP address
L "l
. () These P addresses:

Remote [P address
B ) Any IP address
| Wb
- (@ These |F addresses:

Add...

i1
il

cocst | [
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5 Start the SMTP server in IIS 6.0 Manager

7 After successfully setting up the SMTP server, start the SMTP server via “Internet Information Services (l1S) 6.0
Manager”. In the program, right-click the SMTP Server and select an option “Start”.

€9 Internet Information Services (1I5) 6.0 Manager — O >
€9 File Action View Window Help - &8 X
e nEECc= HmE »u

PJ Internet Information Service|| pame

v gl F}ELTAH I[Iouf:al compute %Domains
v di [SMTP \ictual Senzer
Start

Stop

Pause
Mew »

Yiew »

Mew Window from Here

Rename
Refresh
Export List...

Properties

Help

£ >

Start the server




