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1 NET Genium installation procedure

Server settings

IIS installation and setup

Download and unzip NET Genium to the destination directory
Installation of Firebird database server (or MS SQL Server)
Installing NET Genium

File indexing settings for Windows Search

SMTP Server installation

Firewall settings
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2 Server settings

© NET Genium text configuration files or print templates in the “txt” or “htm!l” format require the appropriate
region settings according to the customs of the Czech Republic in order to load accents correctly.

Zr From the “Start” menu, search for “Region” and select “Change date, time, or number formats” or “Change
your country or region”.

v Cottinm () —
: O &

r Programs ]
il Change date, time, or number formats

E’ Apps »
EXZ « © seorch the Intemet .

|8 2ealch The e Change your country or region
= B E&E % © 8 O (8] System settings

Settings

Best match

-

é

—_
ld

See more results

@ Region settings

@ Set regional format

£ region|
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Zr If the following screen appears, scroll all the way down and select “Additional date, time, & regional

settings”.

Settings

@ Home

Find a setting

Time & Language

Date & time

| @ Region

)

Language

(]

Speech

Region
Region

Country or region

Czech Republic N

Windows and apps might use your country or region to give you local
content.

Regional format

Current format: Czech (Czechia)

Czech (Czechia) W

Windows formats dates and times based on your language and regional
preferences.

Regional format data

Calendar: Gregoriansky kalendar

First day of week:  pondélf

Short date: 24.02.2021
Long date: stfeda 24. Unora 2021
Short time: 17:41

Long time: 17:41:29
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Zr If the following screen appears, scroll all the way down and select “Additional date, time, & regional

settings”.

Settings

M Home

Find a setting

Time & Language

Date & time
| @ Region
AF Language

Speech

(]

Region

Regional format

Current format: Czech (Czechia)

Czech (Czechia) e

Windows formats dates and times based on your language and regional
preferences.

Regional format data

Calendar: Gregoriansky kalendar

First day of week:  pondéli

Short date: 24.02.2021

Long date: stfeda 24. inora 2021
Short time: 17:42

Long time: 17:42:45

Change data formats

Related settings

Additional date, time, & regional settings
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Zr If the following screen appears, select “Change date, time, or number formats”.
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@ Clock and Region — O X

— v 1 ¥ > Control Panel > Clock and Region ~ @ | Search Control Pane p

Control Panel Home .
Date and Time

Set the time and date | Change the time zone | Add clocks for different time zones

System and Security

Network and Internet : Region

Hardware Change date, time, or number formats
Programs

User Accounts

Appearance and
Personalization

® Clock and Region

Ease of Access

> On the “Formats” tab, select “Czech (Czech Republic)”.

Format:

| Czech (Czech Republic)

Language preferences
Date and time formats

Short date: |d. M. yyyy

Long date: |d.MMMMm-y

Short time; |H:mm

Long time: |H:mm:ss

First day of week: | pondéli

Exarnples
Short date: 24, 2. 2021

Long date: 24, dnora 2021
Short time: 1358
Long time: 15:58:05

Additional settings...

| | Cancel
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Zr On the “"Location” tab, select “Czech Republic”.
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Some software, including Windows, may provide you with additicnal content
for a particular location. Some services provide local information such as news
and weather,

Home location:

Czech Republic
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Zr On the "Administrative” select “"Czech (Czech Republic)”.
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Formats | Location | Administrative |

Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts,

| GCgpy settings...

Language for nen-Unicode programs
This setting (system lecale) controls the language used when displaying
text in programs that do not support Unicode,
Current lanquage for non-Unicode programs:

Czech (Czech Republic)

| Gghange system locale...
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3 Installing IIS

O All actions must be performed under administrator rights.

© Install the necessary services and tools that NET Genium uses (1IS — Internet Information Services and possibly
Windows Search, if you will be searching in full text in NET Genium. The procedure is different for Windows
Server 2016 and Windows 10 client operating system.

3.1 Installing IS on Windows Server 2016 (English)

<> From the “Start” menu, search for “Server manager”.

Best match

) F Server Manager
G ] Desktop app

AMta Windows Server Backup
. Desktop app

Settings b

Configure proxy server

@ Change manual proxy server settings
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Zr  Next, select “Add roles and features”.
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WELCOME TO SERVER MANAGER

0 Configure this local server

QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW

4 Create a server group

5 Connect this server to cloud services

Hide

LEARN MORE

<7 In the “Installation Type” window, select the “Role-based or feature-based installation” option and click the
“Next” button.

= Add Roles and Features Wizard — O *

DESTINATION SERVER

Select installation type P

Select the installation type. You can install rales and features on a running physical computer or virtual

Before You Begin ) EE -
machine, or on an offline virtual hard disk (VHD).

Installation Type

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install requirad role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | I Mext = I Install
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In “Server Selection”, select the server on which you want to install IIS — “Select a server from the server
pool” and click “Next”.

Fﬁ Add Roles and Features Wizard

Select destination server

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Select a server or a virtual hard disk on which to install roles and features.

I ® Select a server from the server pool I
() Select a virtual hard disk

Server Pool

- [m] hed

DESTINATIOMN SERVER
deltaxl

Filter: |

Name IP Address Operating System

172.16.30.86,8...

Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

newly-added servers from which data collection is still incomplete are not shown,

| < Previous ‘ I Mext » I

Install

Cancel

Zr Select the following server roles from the “Server Roles” menu. If the system asks you to install additional
services for a particular part of IS, install them. Then press the “Next” button.

Web Server (lIS)

o Web Server

=  Common HTTP Features

e Default Document
e HTTP Errors
e Static Content
e HTTP Redirection
= Security
e Windows Authentication

=  Application Development

.NET Extensibility 4.6
ASP.NET 4.6

ISAPI Extensions
ISAPI Filters
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o Management Tools

= |IS Management Console
= IS 6 Management Compatibility

e IS 6 Metabase Compatibility
e IS 6 Management Console (in case we also install SMTP Server)

PRI IBWeb Server (IIS) (16 of 43 installed)

4 [m] Web Server (13 of 34 installed)
4 (W] Common HTTP Features (4 of 6 installed)
m Default Document (Installed)
[ ] Directory Browsing
m HTTP Errors (Installed)
Static Content (Installed)
|3Z] HTTP Redirection (Installed)
[_] WebDAV Publishing
(m] Health and Diagnostics (2 of 6 installed)
' Performance (Installed)
(m] Security (1 of 9 installed)
v Request Filtering (Installed)
[] Basic Authentication
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
[] UiS Client Certificate Mapping Authentication
[] IP and Domain Restrictions
[] URL Authorization
Windows Authentication

|
l
4
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4 (W] Application Development (4 of 11 installed)
[ ] .MET Extensibility 3.5
MET Extensibility 4.6 {Installed)
[] Application Initialization

[] asp

[ ] ASP.MET 3.5
ASP.NET 4.6 {Installed)
H

Framework NET Genium/ Installing NET Genium

cal
ISAPI Extensions (Installed)
ISAPI Filters (Installed)
|| Server Side Includes
[ ] WebSocket Protocol
b [] FTP Server
4 [m| Management Tools (3 of 7 installed)
[15 Management Console (Installed)
4 [m] |15 6 Management Compatibility (2 of 4 installed)
15 & Metabase Compatibility (Installed)
15 & Management Console (Installed)
|| IS & Scripting Tools
[_] IS 6 WMI Compatibility
[] 115 Management Scripts and Tools
[] Management Service
[] Windows Deployment Services
[ ] Windows Server Essentials Experience
[ ] Windows Server Update Services

&7 Select features from the “Features” menu:
e .NET Framework 3.5 Features

o .NET Framework 3.5
e .NET Framework 4.6 Features

o .NET Framework 4.6
o ASP.NET 4.6

e Windows Search Service

Zr Press the “Install” button.
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fiz, Add Roles and Features Wizard — O K
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DESTINATION SERVER

Select features e

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection 4 [m] MET Framework 3.5 Features (1 of 3 installed) - NET Frame\-.l'ork < prov.ides s
Server Roles NET Framework 3.5 (includes NET 2.0 and 3.0} comprehensive and consistent

] HTTP Activation pragramming model for quickly and
Features ] Non-HTTP Activation easily building and running

PN NET Framework 4.6 Features (3 of 7 installed) applications that are built for various
NET Framework 4.6 (Installed) platforms including desktap PCs,
(%] ASP.NET 4.6 (Installed) Servers, smart phones and the public
b (W] WCF Services {1 of 5 installed) adipaaisoud

[ Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache
[1 Client for NFS
[ Containers
[] Data Center Bridging
[] Direct Play
["] Enhanced Storage
[] Failover Clustering
["1 Group Policy Management

Next > Install Cancel

= Add Roles and Features Wizard — a X

DESTINATION SERVER

Select features e

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection e A~ .NET Framework 4.6 provides a

| SNMP Servi - .
Server Rolas El Telnet CE;ItC?Installed] comprehensive and consistent

- pragramming medel for quickly and
] TFTP C.Ilen.t : easily building and running
E VWMbS[;\EJd'{:g_Tootls for Fabric Management applications that are built for various
el irector

[] Windows Biometric Framewark platforms including deskiop PCs -
) Servers, smart phones and the public

' Windows Defender Features (Inztalled) and private cloud.

] Windows Identity Foundation 3.5

[ Windows Internal Database

[m] Windows PowerShell (3 of 5 installed)

[] Windows Process Activation Service

Windows Search Service (Installed)

] Windows Server Backup

] Windows Server Migration Tools

[] Windows Standards-Based Storage Management

] Windows TIFF IFilter

] WinRM IIS Extension

] WINS Server

WEenlarr | AR Camiimn

A

Next > I Install I | Cancel
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3.2 Installing IS on Windows 10 (English)

Zr From the “Start” menu, find “Control Panel”.
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0 53 Filtry ~v

Nejlepsi shoda

Ovladaci panely

Aplikace pocitace

Recent
B Moznosti napajeni
@ Programy a funkce

Fotografie

Nastaveni

[ Ovladanf ukazatele mysi pomoci klavesnice

él

Nastaveni ovladan( zrakem

3

PouZivat klavesy Ctrl a Shift k dpravé
rychlosti ukazatele funkce My3 klavesnici

L2 ovlddaci panely

Zr Switch the display to “Categories” and select “Programs”.

Ovladaci panely - O *
« 3 ~ 4 > Ovladaci panely » v @ | |Prohledat Ovlddaci panely »p
Upravit nastaveni pocitace Zobrazit podle:  Kategorie =

Systém a zabezpeceni Usivatelské ucty
Zkontrolovat stav poditade ) 1 & Zménit typ Gétu
Ukladat zalozni kopie scubord pomoci sluzby -
Historie soubord
Zalohovani a cbnoveni (Windows 7)

\ ! Sit a internet
Zobrazit dlohy a stav sité

/ Hardware a zvuk

ﬂ Zobrazit zafizeni a tiskdrny
Pridat zafizeni

Upravit béiné pouZivané moZnosti nastaveni
mobilnich zafizen?

s~ Programy
[‘] Odinstalovat program
Ziskat programy

Vzhled a pfizpdsobeni

Hodiny a oblast

Zménit datum, €as nebo formaty cisel
Usnadnéni pfistupu

Systém Windows navrhne nastaveni
Optimalizovat zobrazeni
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Zr In the “Programs and Features” category, select “Turn Windows features on or off.”

~ Programy a funkce
t‘] Odinstalovat program I ¥ Zapnout nebo vypnout funkee systému Windows I

Zobrazit nainstalované aktualizace
Spoustét programy vytvorené pro predchozi verze systému Windows | Jak instalovat program
<7 In the newly opened window, select to install:
e Internet information service
o Web administration tools
= IS 6 Administration Compatibility

e 1IS metabase compatibility and IIS 6 configuration
e 1IS 6 Management Console (in case we also install SMTP Server)

= [ISAdmin Console
o Web services
= Application development functions

e .NET Extensibility 4.7
e ASP.NET 4.7

ISAPI filters

ISAPI extensions

= Common HTTP features

e HTTP errors
e Static content
e Default document

= Security

e Windows authentication
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[m] MET Framework 3.3 (zahrnuje .NET 2.0 a 3.0

[m] | .MET Framework 4.7 Advanced Services

[J | Aktivaéni sluzba procesd systému Windows
[J | Filtr Windows TIFF IFilter

Funkce pro média

] | Hyper-v
Internet Explorer 11

= [m] Internetova informaéni sluzba

= [m] | Mastroje webowvé sprivy
= [ | Kompatibilita sprévy sluzby 15 6
E Kompatibilita metabaze sluiby |15 a konfigurace sluzby 15 6
[ | Kompatibilita rezhrani WM sluzby 115 6
Kenzola pro spravu sluzby 115 6
[] | Mastroje pro skriptovanf sluzby 115 &
E] | Konzola pro spravu sluzby 1IS
[ | Skripty a nastroje sprévy sluzby II5
[ | Sluzha spravy sluzhy lI5
[0 | serverFTP
o @ | Webove sluzby
= ®]| | Funkce pro wyvoj aplikaci
MET Extensibility 4.7
ASP
ASP.MNET 4.7
CGl
Filtry ISAPI
Inicializace aplikace

&8

Kad vloZeny na strané serveru

Protokol WebSocket

Roziirens 154PI

Roziifitelnost rozhrani MET 3.5
Technologie ASP.MET 3.5

W] | Funkcewykonu

= (W  Spoleéné funkce protokolu HTTP

Chyby protokolu HTTP

Prochazeni adreséil

Pfesmérovani protokolu HTTP
Publikovani WebDAV

Staticky obsah

Vychozi dokument

[w]  Stav a diagnostika

W)  Zabezpeceni

Autorizace adres URL

Centralizovana podpora certifikatd SSL
Filtrovani poiadavkd

Ovérovani algoritmem Digest
Ovérovani pomoci mapovani klientskych certifikats

] ] o ]

BRoo<d

0 ®

Ovérovani pomoci mapovani klientskych certifikatd sluzby 1S
Ovérovani systému Windows

Zabezpedeni protokolu IP

Zakladni ovéfovan(

O
O
%
0
O
0
&
O
O
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4 11S settings
4.1 Pin lIS to the taskbar

> Find “Internet Information Services (IIS) Manager” in the start menu.

Best match

Hg‘ Internet Information Services (11S)
- Manager
Desktop app

@ Internet Information Services (I15) 6.0
Manager

Desktop app

Zr In the bottom bar, right-click on IIS and select “Pin to taskbar”.

!E Intemet Information Services (115) M..
- Pin to taskbar

Close window

O & % © 8
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4.2 Delete default application pools
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Zr Click on "Application Pools” and remove all default application pools except “DefaultAppPool”- do not

delete it!
@5 Internet Information Services (1IS) Manager - O X
‘e [ » OFFICE » Application Pools &y @ -
File View Help
' @91 Application Pool -
. - ICation FOOIS .
a.' H & ﬁ, $ pp L5y Add Application Pool...
LY PP
:-hﬁ Start Page . This page lets you view and manage the list of application pools on the server. Application pools Set Application
e AdminLocal] | 5re associated with worker processes, contain one or more applications, and provide isolation Application Pool Tasks
among different applications. P Start
Filter: - Go - %Show}\ll Group by: Mo Grouping @ B Stop
- .
Namne Status  .NETCLRV.. Managed Pipel... Identity Applid ||| ¥ Reayeies
L5 NET V20 Started 2.0 Integrated ApplicationPoolld... 0 Edit Application Pool
5 NET 2.0 Classic  Started Q d St r| .rn t ApplicationPoolld... 0 [E Basic Settings...
L5 NET w45 Started : na t J ApplicationPoolld... 0 Recycling...
[} NET w45 Classic  Started w40 Classic ApplicationPoolld... 0 Advanced Settings...
2] Classic .NET Ap... v2.0 Classic ApplicationPoolld.. 0 Rename
& i X Remove
N h t View Applications
eC a .@ Help
< >
< > Content View
Ready .

4.3 Turn off logging

© To prevent unexpected server/computer disk fullness, it is desirable to turn off traffic logging within your
server/computer node in IIS.

Zr Go to the IIS settings and select the highest node of your server/computer (for example “OFFICE") so that
the settings are overwritten to other child nodes, and select “Logging” in the “lIS” section.
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q'ﬂ Internet Information Services (IIS) Manager

l« > €5 » OFFICE »

File View Help

e @:
" 4" OFFICE Home
€- i 8 g’
.65 Start Page ) = = =
H Filter: - Go - g Show All | Group by: A - B8]~
J[%= OFFICE (OFFICE AdminLocal A L2 it Aren =
o[ Application Pools I ~ :
v @] Sites - J—
i [
v =] D_.efault Web Site r;; -%,E) @ ® Q;’ZH
| aspnet_client ; b = .
HE ASp Authentic... Compression  Default Directory  Error Pages Handler
H -2¥ netgenium .
H = Document  Browsing Mappings
¥ netgenium? —
[ Vage NET Genium =y, L @‘ & L—J L
¥ webdav 199 f@ . J’l i
y @ FTP HTTP HTTP IP Address  ISAPland  ISAPIFilters | Logging | MIME Types
Redirect Respon.. and Doma.. CGIRestri...
o -
,, - o= - -
$%JH F = LaF iy
Modules Qutput Request Server ‘WebDAV Worker
Caching Filtering Certificates  Authori... Processes
Management ~
3 &
Configurat... Feature Shared
Erliter

Melanatinn

> =1 Features View

Canfineat

<

= Content View

Ready

Zr Then click "Disable” in the “Actions” panel on the right side of the window. This disables vehicle logging for
your server/computer node.
0‘%’ Logging

& Apph
Use this feature to configure how 115 logs requests on the Web server =X tance

Actions

, | Dpisable
One log file per: View Log Files
Site

@ Help
Leg File
Format:

W3C

Select Fields...
Directory:

FeSystemDrive®\inetpubtlogsiLogFiles

Browse...
Encoding:

UTF-8

Leg Event Destination
Select the destination where 115 will write log events,

® Log file only

€

[='| Features View |2 Content View

config

i;f_.].:i
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4.4 Creating and installing SSL certificates
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A The setting described in this chapter is intended only for the use of web servers exposed on the Internet, where
communication security is expected via an SSL certificate.

4.4.1 Create an SSL certificate request

Zr Go to IIS settings and select the node of your server/computer (for example “OFFICE") and select “Server
certificates” in the “IIS” section.

'qa Internet Information Services (I5) Manager

& > € » OFFICE »

File View Help

Connections

€ 8

; 5 Start Page

|93 OFFICE (OFFICE\AdminLocal

-z Application Pools
~ (@ Sites
~ & Default Web Site
i3 [ aspnet_client
> ::_? netgenium

> :_’? netgeniumd
¢ 3 ] Vate NET Genium
[ 3 webdav
> g FTP
< >

ﬁ;l OFFICE Home
| 7

Filter: - (WG, - % Show All | Group by:  Area = -
A
s ~
& | i
ASp Authentic.. Compression  Default Directory  Error Pages Handler
Document  Browsing Mappings
iy, Y - ? -
9s| = fg.s iy J’]n_
HTTP HTTP IP Address  ISAPland  |SAPIFilters  Logging  MIME Types
Redirect Respon... and Doma.. CGIRestri...
o,
|! - = L f;
@%ﬁﬂ F = Lal iy
Modules Qutput Request Server WebDAY Worker
Caching Filtering Certificates | Authori... Processes
Management ~
E ihj.. =
=%
Configurat... Feature Shared

Erditar

Nelamatine  Canfinoreat

Ready

E Features View [\ Content View
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g‘i’ Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites
configured for S5L.

Framework NET Genium/ Installing NET Genium

In the right part of the window, in the “Actions” panel, click on “Create Certificate Request...”.

Actions

Import...

Create Certificate Request...

Complete Certificate Request...

Create Domain Certificate...

f Create Self-5igned Certificate...

Enable Automatic Rebind of
Renewed Certificate

@ Help

Filter: + ¥ Go - 5 ShowAll | Group by: No Grouping -
Mame lssued To Issued By
L4 >
[ Festures View ] - Content View
&r

“Next” button.

Request Certificate

Then enter all the required information for the certificate in the newly opened window and click on the

? *

| o . .

| Distinguished Name Properties
Specify the required information for the certificate, State/province and City/locality must be specified as
official names and they cannot contain abbreviations.
Common name: www.netgeniurm.com
Organization: MNetGenium
Organizational unit: IT
City/locality Prague |
State/province: Czech Republid |
Country/region: cZ w

Previous Finish Cancel
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Zr In the next step, set the bit length to “2048" and click the “Next” button.

Request Certificate ? X

: Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

Microsoft RSA 5Channel Cryptographic Provider ~
Bit length:
[ 2048 “|

Previous Finish Cancel

Zr Enter a file name for the certificate request and click “Finish”.
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Request Certificate ? X
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_%U" File Name

Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

|| CihlUsers\tomas.holy\Decuments\zadost_o_certifikat, req| | |

Previous MNext Cancel

4.4.2 SSL certificate request completed

Zr Once you receive your certificate from a certification authority (e.g. www.sslmarket.cz), save it, for example,

in the text file “C:\Users\tomas.holy\Desktop\netgenium.txt”. If you obtain the certificate by copying the
contents of the certificate, for example, from an e-mail message, it is important to save the contents,
including the --—--- BEGIN CERTIFICATE ----- and ----- END CERTIFICATE ----- tags.

Zr Go to IIS settings and select your server/computer node (for example “OFFICE") and select “Server
Certificates” in the “lIS” section.
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q_ﬁ Internet Information Services (/15) Manager

c > € » OFFICE »
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File  View Help

— ¢
=" OFFICE Home
€ & é’
85 Start Page L Filter - % Go - Gk ShowAll | Group by: Area -E-
~| €5 OFFICE (OFFICE\AdminLocal
= A.pphCEtIOﬂ Pools Is n
w - @ Sites _
. [
\:.0 Defeult Web Site ) '?é %!) \@ @ é’j
i » ] aspnet_client b N . . -
: Py ASP Authentic... Compression  Default Directory  ErrorPages  Handler
£ > -[=¥ netgenium
Document  Browsing Mappings
{5 [ netgenium2
: = . 2 . = L
» 1 Vage NET Genium 3 q’g ’ e ? % % j’l“'
Lo [P webdav e A W
s B FTP HTTP HTTR |P Address  ISAPland  ISAPIFiltters  Logging  MIME Types
Redirect Respon.. and Doma.. CGl Restri..,
n e o= LR 2
%ﬂl i‘#’ﬁ &= Lea¥ 6%
Meodules Output Request Server WebDAV Worker
Caching Filtering Certificates | Authori... Processes
Management ~
B & E
=%
Configurat..  Feature Shared
Editnr Nalenatinn  Canfinorat
. . 3 Contet View

Ready

<7

In the right part of the window, in the “Actions” panel, click on “Complete Certificate Request...".

iig! Server Certificates

Use this feature te request and manage certificates that the Web server can use with websites
configured for S5L.

Filter: - W Go 1-'%ﬁhm-\nﬂtll Group by: Mo Grouping -

Mame lssued To lssued By

<

[ =] Features View | /73 Content View

Actions

Import...

Create Certificate Request...

I Complete Certificate Requ&st...l

Create Domain Certificate...

Create 5elf-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

@' Help
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Zr In the wizard, enter the location and name of the certificate you previously saved on your server, enter
“Friendly name” and select “Certificate store for the new certificate” to “Personal”. Then click the “OK"
button.

0

“Friendly name” is not part of the certificate, but is entered by the administrator to better identify the certificate
among others.

Complete Certificate Request

: Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authority's response:

IC:\Users\tomas.ho\y\Desk‘top\netgenium.bct I

Friendly narme:

Iwww.netgenium‘cnm I

Select a certificate store for the new certificate:

IPersona\ VI
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After successfully installing a certificate on the server, you need to assign this certificate to a specific site using

IIS.

<> From the “Connections” menu, select the website to which you want to assign the certificate in the “Internet
Information Services” main window.

< Right-click on the website and select “Edit Bindings...".

@ Internet Information Services (IIS) Manager
.

€« @ » OFFICE » Sites » Default Web Site »
File View Help
- faul b Si
Default Web Site Home
- |58 Q
@j Start Page —
Filter: - Go - Show All G by: - =8|~
€2 OFFICE (OFFICE\AdminLocal e o - g Show roup by: Area
L2} Application Pools ASP.NET ~ I
v (] Sites s & ) P .
= : Iy N
vi@ Default Web Site| % N~ i 0 2 .éq
| aspnet_clien i Explore \MET Error NET MET Profile  .MET Roles  \MET Trust
-[¥ netgenium Edit Permissions... Pages Globalization Levels
-[Z¥ netgenium?2 ) =Y = Y
< - i) Y =
[ Vate NET Gey =" Add Application... ab| ;!? = ﬁ’g?) &
<[P webdav @ AddVirtual Directory... Connection Machine Key Pagesand  Providers  Session State
B FTP Strings Controls
Edit Bindings...
Manage Website 3
%3 Refresh
K Remove
~
Add FTP Publishing... = e
o
S g ' &
Compression  Default Directory  ErrorPages  Handler
2 Switch to Content View Document  Browsing Mappings w
[
. , | et Vi 5 Cotent View
Ready
. . “ n
Zr In the newly opened window, click on the “Add” button.
Site Bindings ? *
Type Haost Mame Port IP Address Binding Informa... Add..
http www.netgenium.., 80 =

Close
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Zr The following “Add Site Binding” dialog box opens.
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Add Site Binding ? x
Type: IP address: Port:
http ~ | |All Unassigned v| |E'D |
Host name:

Example: www.contoso.com or marketing.contoso.com

Ok Cancel

Zr  Select “https” in the "Type” field. Leave the IP address set to “All Unassigned”, leave the port “443”. Fillin
the domain name of the website in the “Host name” field, and use the “Select...” button to select the SSL
certificate you want to assign to this website.

Z» Do not check “Require Server name Indication” if this is the default site you run on that server. Within one IP
address (or within the whole IIS, if we use an IP address set to “All Unassigned”), only one SSL certificate can
be defined, which has this option unchecked and which we therefore consider as the default.

Check “Require Server name Indication” if it is a second or additional SSL site running on the same IP address.
It is important to note that older client devices (older Windows, tablets or mobile phones) can communicate
with only one SSL certificate on one IP address. However, all the usual modern equipment today can so-
called. SNI (Server Name Indication), which allows you to run multiple SSL certificates on one IP address. To
enable this feature, check “Require Server name Indication”.

& Click the “OK" button.

Add Site Binding 7 X
Type: IP address: Port:

I https - |AII Unassigned v| |443 I
Host name:

Iwu\mr.netgenium.coml I

1 Require Server Name Indication

SSL certificate:

Cancel
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4.5 Turn off recycling

© To prevent unexpected restarts of NET Genium, it is necessary to turn off the so-called “recycling” of application

pools (end of the w3wp.exe process) on the web server. This prevents regular restart of the application pools
that IIS basically has set up.

4.5.1 Disable recycling via application pool preferences

Zr Go to “Application Pools” and “Set Application Pool Defaults” in the “Actions” section, or right-click on the IS

desktop and select “Set Application Pool Defaults”.

© This way you change the default settings for all application pools so that you do not have to set each application

pool separately.

Q__='_| Internet Information Services (II5) Manager

— i X
‘& 2 OFFICE » Application Pools

@ 5 @-
File View Help
— @3 Application Pool e
e | Application Pools =
@-d &8 i PP &5 Add Application Pool...
...... <E Set Applicati ults
:-_ﬂ start Page . This page lets you view and manage the list of application peols on the server, Application pools are I'Et ipplication BoollDeiaAlN
¥ OFFICE (OFFICE\AdminL ocal associated with worker processes, contain one or more applications, and provide isolation among Application Pool Tasks
-} Application Pools different applications. P Start
- @] Sites
Filter: = ¥ Go - lghShowAll | Group by: No Grouping - B Stop
& X
Mame Status MET CLR V... Managed Pipel... Identity Application: e 15
|-/ DefaultAppPool  Started  vd.0 Integrated ApplicationPoolld... 5 Edit Application ool
|:| Basic 5ettings...
Recycling...
Advanced Settings...
Rename
X Remove
View Applications
'@ Help
< >
< » Content View
Ready

'3__:1:5
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Zr By default, the application pool will go to the “Recycling” section and set the “Regular Time Interval” to “0".
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Application Pool Defaults ? ht

Maximum Failures 5 ~
Shutdown Executable
Shutdown Executable Parameter

Disable Overlapped Recycle False

|

Disable Recycling for Configurat False

v Generate Recycle Event Log Entr
Application Pool Configurat True
Isapi Reported Unhealthy  True

Manual Recycle True
Private Memory Limit Exceer True
Regular Time Interval True
Request Limit Exceeded True
Specific Time True

Virtual Memory Limit Exceec True
Private Memory Limit (KB) 0

I Regular Time Interval (minutes) 0 I
Request Limit 0
»  Specific Times TimeSpan[] Array
Virtual Memeory Limit (KB} i} o
Recycling

oK Cancel
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4.5.2 Disabling recycling for individual application pools

A Ifrecycling has been turned off via the application pool preferences, which are listed in the previous chapter, you

only need to check that it is turned off.

Zr Go to “Application Pools” and right-click “DefaultAppPool” and select “Recycling”.

G;! Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are
associated with worker processes, contain one or more applications, and provide isolation ameng
different applications.

Filter: -G - % Show All | Group by: Mo Grouping 2
MName Status NET CLR V... Managed Pipel... |dentity Application:
‘=) DefaulthppPool  Started  sedf Intaneatad AmnlicztianPoolld... 3

-

L Add Application Pool...

Set Application Pool Defaults...

Start
Stop
Recycle...

[t m

Basic Settings...

Recycling...

Advanced Settings...
Rename

< XK Remove >

Content View View Applications
@ Help
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<> In the newly opened window, deselect “Regular time intervals”, click on the “Next” button and then on the
“Finish” button.
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Edit Application Pool Recycling Settings ? X

9 Recycling Conditions
=

Fixed Intervals

I O Regular time intervals (in minutes): [ Fixed number of requests:

[] sSpecific time(s):

Example: 20:00:0:00

Memory Based Maximums

[] virtual memory usage (in KB): [] Private memory usage (in KB):

Previous Finish Cancel

4.6 ldle timeout setting

O /dle time is the interval at which the application pool automatically shuts down when web applications are idle
(no requests from site visitors).

4.6.1 Set an idle timeout through application pool preferences

Zr Go to “Application Pools” and click on “Set Application Pool Defaults” in the “Actions” section, or right-click
on the IIS desktop and select “Set Application Pool Defaults”.

O This way you change the default settings for all application pools so that you do not have to set each application
pool separately.
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0__='_| Internet Information Services (II5) Manager

‘& [} » OFFICE » Application Pools

File View Help

& 2 @ -

— @3 Application Pool e
e 4" Application Pools =
@-d &8 % PP &5 Add Application Pool...
.- Set A icati ults
qﬂ start Page This page lets you view and manage the list of application peols on the server, Application pools are I'Et ipplication BoollDeiaAlN
A associated with worker processes, contain one or more applications, and provide isolation among Application Pool Tasks
different applications, b .
» -|@] Sites t
Filter: = ¥ Go - lghShowAll | Group by: No Grouping B Stop
- x
Name Status  NETCLRV.. Managed Pipel. e 15
_/DefaultAppPool  Started  vd.0 Integrated ApplicationPeolld... Edit Application ool
|:| Basic 5ettings...
cycling...
vanced Settings...
Rename
X Remove
View Applications
@ Help
<
. X Content Vi
Ready

qi:i
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Zr In the “Process Model” section, set the “Idle Time-out” to 1440 minutes (one day).

Application Pool Defaults ? *
Processor Affinity Enabled False ”~
Processor Affinity Mask 4294967295
Processor Affinity Mask (B4-bit ¢ 4294967295

w (Generate Process Model Event L
Idle Time-out Reached True
Identity NetworkService
|!dle Time-out (minutes) 1440 |
|dle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximurm Response Time | 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) 90
Startup Time Limit (seconds) a0
+ Process Orphaning
Enabled False
Executable
Executable Parameters -

Process Model

oK

Cancel
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4.6.2 Setting the idle timeout for individual application pools

A Iftheidle timeout has been set through the application pool preferences, which are listed in the previous

chapter, you only need to check its settings.

Zr Go to “Application Pools” and right-click “DefaultAppPool” and select “Advanced Settings”.

Q‘;’ Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are
associated with worker processes, contain one or more applications, and provide isclation amaong
different applications.

Filter: - W Go - % Show All | Group by: Mo Grouping <
Name Status NET CLR V... Managed Pipel... Identity Application:
.-/ DefaultdppPool  Started 2001 lntancatad AnnlicatignPoolld... 5

-

&y Add Application Pool...

Set Application Pocl Defaults...

Start
Stop
Recycle...

fi] ¢t m

Basic Settings...
Recycling...

Advanced Settings...

Rename
< XK Remove >

e View Applications
@ Help
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Zr In the “Process Model” section, set the “Idle Time-out” to 1440 minutes (one day).
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Advanced Settings ? X
Processor Affinity Enabled False lad
Processor Affinity Mask 4204967295

Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model
» Generate Process Model Event L

Identity NetworkService

Idle Time-out (minutes) 1440| |
|dle Time-out Action Terminate

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit (seconds) 90

Startup Time Limit (seconds) a0
+ Process Orphaning

Enabled Falze

Executable

Executable Parameters v
Idle Time-out (minutes)

[idleTimeout] Ameount of time (in minutes) a worker process will remain
idle before it shuts down. A worker process is idle if it is not processing
requests and no new requests are received.
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4.7 ldentity settings

4.7.1 ldentity settings via application pool preferences
4.7.1.1 Predefined “NetworkService” account
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© The standard settings of “DefaultAppPool” are described below, when the database server is installed on the
same computer as the application itself, resp. IIS.

> Go to “Application Pools” and set “Application Pool Defaults” in the “Actions” section, or right-click on the IIS
desktop and select “Set Application Pool Defaults”.

© This way you change the default settings for all application pools so that you do not have to set each application

pool separately.
@j Internet Information Services (IIS) Manager - O X
‘e [D» OFFICE » Application Pools & o« @ -
File View Help
: @5 Application Pool :
e - ICation Fools -
€-d|Z |8 $ PP & Add Application Pool...
o :ﬂ Start Page . This page lets you view and manage the list of application pools on the server. Application pools are I'\Et ApphicafionBooline RIS
v S5 _OFFICE (OFFICE\AdminLocal associated with worker processes, contain one or more applications, and provide isolation among Application Pool Tasks
Q Application Pools different applications. b Siart
-|@] Sites
Filter: * W Go v%ShowAll Group by: Mo Grouping < B Stop
-~ A
Mame Status MET CLR V.. Managed Pipel... |dentity Application: s
EQDefaultAppPool Started w40 Integrated ApplicationPoolld.. 5 Edit Application ool
D Basic Settings...
Recycling...
Advanced Settings...
Rename
XK Remove
View Applications
'@ Help
£ >
< > Content View

Ready Q.
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Zr Select “Identity” and click on the three dots on the right in the dialog.

Application Pool Defaults ? X
Limit Interval (minutes) 5 ]
Processor Affinity Enabled False
Processor Affinity Mask 4204967295
Processor Affinity Mask (84-bit ¢ 4294967295

~ Process Model
» Generate Process Model Event L
ApplicationPoolldentity o
ldle Time-out (minutes) 1440
ldle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time | 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) 90
Startup Time Limit (seconds) a0
* Process Orphaning
Enabled False
Executable
Executable Parameters >

Identity

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Metwor...

0K Cancel

¢r Select and set “NetworkService” from the list.

Application Pool Identity ?

(® Built-in account:

ApplicationPoolldentity ~

LocalService

O {LocalSystem
Epp |cat|on§oo !enhty Set...

¥
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4.7.1.2 Own technology account
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A We typically set up our own technology account when the database server is installed on a different computer
than the application itself, or IIS. Otherwise, we leave the identity set to "NetworkService".

O We typically set our own technological account in the case when the database server is installed on a different
computer than the application itself, resp. IIS. Otherwise, we leave the identity setting to “NetworkService”.

> Go to “Application Pools” and “Set Application Pool Defaults” in the “Actions” section, or right-click on the IIS
desktop and select “Set Application Pool Defaults”.

O This way you change the default settings for all application pools so that you do not have to set each application

pool separately.
&3 Intemnet Infarmation Services (IIS) Manager — O *
‘e [} OFFICE » Application Pools oy e
File View Help
— @3 Application Pool e
e | Application Pools =
@i |7 s i PP &5 Add Application Pool...
Set Applicati ults
:'_ﬂ Start Page . This page lets you view and manage the list of application peols on the server, Application pools are I'Et pplicatoni Bonli-ta T
OFFICE (OFFICE\AdminL ocal associated with worker processes, contain one or more applications, and provide isolation among Application Pool Tasks
-} Application Pools different applications. b Start
- @] Sites
Filter: = ¥ Go - lghShowAll | Group by: No Grouping - B Stop
& X
Mame Status MET CLR V... Managed Pipel... Identity Application: e 15
|-/ DefaultAppPool  Started  vd.0 Integrated ApplicationPoolld... 5 Edit Application ool
|:| Basic 5ettings...
Recycling...
Advanced Settings...
Rename
X Remove
View Applications
'@ Help
< >
< » Content View

Ready afl:i




© netgenium

Zr Select “Identity” and click on the three dots on the right in the dialog.
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Application Pool Defaults ? X
Limit Interval (minutes) 5 ]
Processor Affinity Enabled False
Processor Affinity Mask 4204967295

Processor Affinity Mask (84-bit ¢ 4294967295
~ Process Model
» Generate Process Model Event L
ApplicationPoolldentity o

ldle Time-out (minutes) 1440

ldle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit (seconds) 90

Startup Time Limit (seconds) a0
* Process Orphaning

Enabled False

Executable

Executable Parameters

Identity
[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Metwor...

0K Cancel

Zr Check “Custom account” and click on the “Set...” button.
Application Pool Identity ? >

() Built-in account:

NetworkService

® Custom account:

OK Cancel
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Zr For example, set the username to “AD\svcngadmin” and choose a password.

Set Credentials ? X

User name;

AN svengadmin

Password:

Confirm password:

QK Cancel

4.7.2 ldentity settings for individual application pools

A
you only need to check its settings.

If the identity has been set through the application pool preferences, which are listed in the previous chapters,

4.7.2.1 Predefined “NetworkService” account

O The standard settings of “DefaultAppPool” are described below, when the database server is installed on the

same computer as the application itself, resp. IIS.

Zr To set the identity, right-click on “DefaultAppPool” and select “Advanced Settings”.

cé! Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are

associated with worker processes, contain one or more applications, and provide isolation among
different applications.

Filter: + ¥ Go - g Show All | Group by: Mo Grouping M

Name Status MET CLRV... Managed Pipel... Identity Application:

{iDefalitAppPosl  Started V4D e RniziinBanid
o Add Application Pool...

Set Application Pool Defaults...
Start

Stop

Recycle...

fi] ¢+ m

Basic Settings...
Recycling...

Advanced Settings...

Rename
< XK Remove >

Content View View Applications
@ Help
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Zr Select “Identity” and click on the three dots on the right in the dialog.

Application Pool Defaults ? *
Limit Interval (minutes) 5 ~
Processor Affinity Enabled False
Processer Affinity Mask 4284867295

Processor Affinity Mask (64-bit ¢ 4294967295
v~ Process Model

» Generate Process Model Event L

Idle Time-out (minutes) 1440

Idle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit (seconds) 30

Startup Time Limit (seconds) a0
~ Process Orphaning

Enabled False

Executable

Executable Parameters

Identity

[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Networ...

QK

Cancel

7 Select and set “NetworkService” from the list.

Application Pool ldentity

(® Built-in account:

ApplicationPoolldentity ~

LocalService

? X

O {LocalSystem
gpp |cat|on§oo !enhty q e

Cancel
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4.7.2.2 Own technology account
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O We typically set our own technological account in the case when the database server is installed on a different
computer than the application itself, resp. IIS. Otherwise, we leave the identity setting to “NetworkService”.

Zr To set the identity, right-click on “DefaultAppPool” and select “Advanced Settings”.

@g! Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are
associated with worker processes, cantain one or more applications, and provide isclation amang
different applications.

Filter: - ¥ Go - i Show All | Group by: Mo Grouping -
Name Status MET CLRV... Managed Pipel... Identity Application:
{-iDefauthppPoal  Started V4D i i T

‘; Add Application Pool...
Set Application Pool Defaults...

Start
Stop
Recycle...

[ ¢+ m

Basic Settings...
Recycling...

Advanced Settings...

Rename

< XK Remove *

View Applications

@ Help

Features View Content View

7 Select “Identity” and click on the three dots on the right in the dialog.

Application Pool Defaults ? X
Limit Interval (minutes) 5 "~
Processor Affinity Enabled False
Processor Affinity Mask 4204967295

Processor Affinity Mask (84-bit ¢ 4294967295
~ Process Model
» Generate Process Model Event L
ApplicationPoolldentity -]

Idle Time-out (minutes) 1440

ldle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit (seconds) %0

Startup Time Limit (seconds) @0
+ Process Orphaning

Enabled False

Executable

Executable Parameters

Identity
[identity Type, username, password] Configures the application pocl to run
as built-in account, i.e. Application Pool ldentity (recommended), Networ...

QK Cancel
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&r Check “Custom account” and click on the “Set...” button.
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Application Pool Identity ? >

() Built-in account:

NetworkService

® Customn account:

OK Cancel

Zr For example, set the username to “AD\svcngadmin” and choose a password.

Set Credentials ? .

Uszer name:

AN svengadmin

Password:

Confirm password:

QK Cancel
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4.8 Default site directory
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O The default site directory, or root, is the directory on the disk where the tree structure of subdirectories and files
within a site is stored. By default, a clean installation of IIS creates a single site named “Default Web Site” that
has “C:\inetpub\wwwroot” set as the default site directory. The default site directory settings can be changed, so
it is up to the administrator to decide which directory to choose as the default site directory. Any number of sites
can be created in IIS, with each site having its own default site directory.

© Ifyou want to change the default site directory, follow the instructions below.

Zr Open the “Internet Information Services” application and right-click on the “Default Web Site” and select
“Manage Website” —> “Advanced Settings...".

qf] Internet Information Services (115) Manager

« &) » OFFICE » Sites » Default Web Site »

File  View Help

- faul b Si
e Detault Web 5ite Home
Q- & |8 @
P i-ff] Start Page —
: Filter: - Go - g ShowAll | G by: - [&&] -
« €3 OFFICE (OFFICE\AdminLocal Ter o - g Show OUp by: Area
*;3 Application Pools ASP.MET ~ I
% < ¢ B © 9
: i= : iy 3 =\
) Default Web Site 5 = e 2 =]
% FTP o) Explore .MET Error MET MET Profile .NET Roles  .MET Trust
Pages Globalization Levels

Edit Permissions...

] -
\:” Add Application... ab| i!E

2 &

Add Virtual Directory... Connection Machine Key  Pages and Providers  Session State
Strings Controls
Edit Bindings...
Manage Website PI = Restart
i3 Refresh Start
K Remove B Stop
L)
Add FTP Publishing... Browse
Rename Advanced Settings... Ll —
v

[ nmnreccinn TTefanlt TTirertnmne Frrar Panees Handler

Switch to Content View
< > [ [EE TS iEw [ o it View

ﬁl' )

Ready
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Zr Change the set physical path to the path you selected and press the “OK” button.

Advanced Settings 7 X
v | (General)
Application Pool DefaultAppPool
Bindings http:* &0www.netgenium.com
D 3
Name Default Web Site
I Physical Path Chinetpub\wwwroot

Physical Path Credentials

Physical Path Credentials Logen ClearText
Preload Enabled False
Behavior

Enabled Protocols http
Failed Request Tracing

Limits

(General)
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4.
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9 Set default directory permissions

This step is important so that your NET Genium can write files to disk (for example, file attachments, cascading
styles, log files, etc.).

Before setting the authorization itself, it is important to realize under which account the application pool is
configured, see the chapter “Identity settings”, and therefore for which account we will set the authorization.
Whether it is a predefined “NetworkService” account or your own technology account. The procedure below
describes how to set permissions for the “NetworkService” account. This procedure also changes the default
permissions for all other subdirectories.

Go to the location of your default web directory, eg “C:\inetpub”, right-click on the “wwwroot” folder and
select “Properties”.

| = | inetpub
Hame Share View
&« v » ThisPC » Local Disk (C:) * inetpub » v O
~ Mame Date modified Type Size
7+ Quick access
custerr 03.01.2018 23:53 File folder
[ Desktep -+ ] _ :
history 04.02.2019 10:5 File folder
¥ Downloads  # logs 04.01.2018 0:07 File folder
Documents temp 03.01.2018 23:54 File falder
| Pictures -+ wwwroot : B = der
i . Open . . o
Config ¥ CarlsbadComplexium, onfiguratio... 12 KB
o Open in new window
Firebird } .
Pin to Quick access
MOMservice .
x-Ray it!
Video Ea Scan with Windows Defender...
E This PC Share with >
I Desktop Restore previous versions
Documents Include in library p
; Downloads Pin to Start
J‘a Music Send to >
= Pictures Cut
E Videos Copy
.. Local Disk (C:)
Create shortcut
o= Local Disk (D:
ocal Disk (D:) Delete
= Local Disk (E:) Rename
- Local Disk (F)
Properties I
Gitems 1 item selected
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Zr Go to the “Security” tab and click on the “Edit” button.

wwwroot Properties

General Sharing F‘revious Versions Customize

Object name:  C:\inetpubswwwroot

|:3I'(.'II.I|3I ar User names:

x

CREATOR OWNER
SR SYSTEM

S2 Administrators (D136 Administrators)
SR |loars (M1TRY] loart
<

To change pemissions., click Edit.

Permissions for CREATOR
OWNER Allow

Full control

Modify

Read & execite
List folder conterts
Read

Wirte

For special permissions or advanced settings,
click Advanced.

Cancel

¢r Click on the "Add"” button.

Permissions for wwwroot
Security

Cbject name:  C:hinetpub’wwwroot

Group or user names:

CREA

B SYSTEM
BR Administrators (D136\Administrators)
SR Users (D136\Users)

H2 15_IUSRS (D136WIS_IUSRS)
SR Trustedinstaller

Advanced

Apply

Pemissions for CREATOR
OWNER Allow

Full control

Modify

Read & execute
List folder contents
Read

OoOoOoaood

Canc

Apply
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&r Then click on the “Advanced” button.

Select Users or Groups X
Select this object type:
|Users, Groups, or Built-in security principals | Object Types...
From this location:

|D13'5 | Locations. ..
Enterthe object names to select {examples):

[ Check Names

7 Search for “"NETWORK SERVICE" via the “Find Now" button and click on the “OK" button.

Select Users or Groups *
Select this object type:
|U5er5. Groups, or Buit-in security principals | Object Types
From this location:
|D136 | Locations...
Common Queries
Mame: Starts with EE
Diescription: | Starts with
Stop

Disabled accounts

MNon expiring password

. £
[rayz since last logon: ?2_7

==

Search results:

Name In Folder

82 usr

5& Local account

5& Local account and member of Admi...

H2 | 0CAL SERVICE

B2 NETWORK
Network Configuration Operatars 0136

HE OWNER RIGHTS
%Performance Log Users
58 Performance Monitor Users D136 w




© netgenium

Zr Highlight the “NETWORK SERVICE" user group, check “Full control” and confirm with "OK".

Framework NET Genium/ Installing NET Genium

Permissions for wwwroot x
Security
Object name:  C:hinetpubwwwroot

Group or user names;

SR CREATOR OWNER ~
BRNETWORK SERVICE |
ER SYSTEM
£ Administrators (D136%Administrators)
BB Users (D1364sers) "
< >
Add... Bemove
Pemissions for NETWORK
SERVICE Allow Deny
Full control | g =
Modify [
Read & execute [l
List folder cortents [
Read O W

Cancel Bpply

O [fitis not possible to set the permissions of the default directory, follow the steps given in the chapter Installing
NET Genium via "Setup.exe”.
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4.10 Creating a new site
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© By default, a clean installation of IIS creates a single site named “Default Web Site” that has
“C:\inetpub\wwwroot” set as the default site directory. On web servers, other sites are usually stored on a
different disk (separate disk space) than the default “C”, typically in the “D:\inetpub\wwwroot” directory. On the
local computer, the default "C" will suffice.

<7 In IS, right-click on “Sites” and select “Add Website".
'qf] Internet Information Services (115) Manager
« = (&) » OFFICE » Sites »

File  View Help

— @3 si
i | 2= 4 Sites
Q-Hi2 e E
o i-f_='_] Start Page
E Filter: - " Go - 54 Show All | Group by: ; .
.93 OFFICE (OFFICE\AdminLocal e o - (g Show roup by: No Grouping
f‘i jcation Pools Marme 0 Status Binding Path
v s Sites] - il DatanlidVeb Site 1 Started (ht.. %80 (http) c4systemDri
@ @ Add Website.. 2 Stopped (f...  *:21: (ftp) Cinetpub\
N
% 523 Refresh
@ AddFTP Site..
.:5 Switch to Content View
< >
< > | |E Features View |{72 Content View

Ready
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<> In the newly opened window fill in:

The name of the site

Set the application pool to “DefaultAppPool”
The physical path

HEttp type

Hostname

O O O O O

7 Click the “OK" button.

Framework NET Genium/ Installing NET Genium

Add Website 7 *
Site name: Application poo
I\c\ru\ru\r.netgenium.com I IDefauItAppPooI Select...
Content Directory
Physical path:
ID:\inetpub\u\ru\ru\rroot\mwv.netgenium.com I
Pass-through authentication
Connect as... Test Settings...
Binding
Type: IP address: Port:
I http vI |A|I Unassigned v| |30 |
Host name:
I\c\ru\rw.netgenium.com| I
Example: www.contoso.com or marketing.contoso.com
Start Website immediately
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5 Download and unzip NET Genium to the
destination directory

<> Download the archive with the latest full version of NET Genium from the URL:
“https://www.netgenium.com/download/netgenium4.zip“.

<» Unzip the contents of the archive to the location where you want NET Genium installed and saved. In real
deployment, a different disk (separate disk space) is usually used than the default “C”, but within this
document, to simplify NET Genium, we will install it in the default IIS directory. So we will unzip the archive
to the location “C:\inetpub\wwwroot\netgenium”.

6 Database server installation — Firebird or
MS SQL

A Beforeinstalling NET Genium, you need to install a database server, either Firebird or MS SQL Server. After
installing the database server, you can continue installing NET Genium.

o Toinstall Firebird, see the Firebird Installation Guide.
o The procedure for installing MS SQL Server can be found in the manual “Installation and configuration of MS
SQL Server DB”.



https://www.netgenium.com/download/netgenium4.zip
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7 Installing NET Genium

© NET Genium can be installed in two different ways:

o Via “Setup.exe”

o Via"llS"

7.1 NET Genium installation via “Setup.exe”

<» Run the “Setup.exe” program, which is located in the “bin” directory of NET Genium. After its first run, only
the libraries will be created for it to run properly, then run “Setup.exe” again (“Setup.exe” must be run as an

administrator).

O Ifyou have a NET Genium license, copy your license file “license.txt” to the “Config” directory of NET Genium.

© Theintroductory window of the program looks like this:

> NET Genium Setup (BA-15-A9-C2-E0-20 —

Vita vas konfigurace aplikace NET Genium

Webovy server
Virtuaini adresar
Adresar NET Genium
Database Server
Databaze

Charset / Collation
Jazyk

Moznosti

Default Web Site
netgenium
c:\inetpub wwwroot \netgenium

Firebird C:\Firebird',

Central Europe Czech

Cedtina v
L] Vytvofit vitudini adresaf
[] Autorizovat (iéet Network Service pro zapis do adresafe NET Genium
L] Vytvorit databazi
[] Autorizovat (iéet Network Service pro pFistup do databaze MS SQL
O Vitvofit naplanovanou ulohu pro BackupServer exe (zaloha serveru)
] Vytvorit naplanovanou Ulohu pro SglBackup exe (zéloha databaze)
O Vitvofit naplanovanou Ulohu pro FileBackup exe (zaloha pfiloh)
] Vytvorit naplanovanou Ulohu pro Update exe (aktualizace)
O Vitvofit naplanovanou Ulohu pro ResendEmiFiles exe
] Vytvorit naplanovanou dlohu pro RunScript exe | 06:00 |[] 2xh

Nastavit
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Zr Check the options you want to select as described below:

e “Create virtual directory”

o

Check this option if you want to convert the NET Genium directory on disk to the IIS virtual directory (run
the equivalent of a manual NET Genium installation performed in IIS).

e “Authorize a NetworkService account to enroll in the NET Genium directory”

o

Check this option if you want to set the rights for the “NetworkService” account to full access to the NET
Genium directory. If you have set the rights according to the chapter “Setting the permissions of the
default directory” for the entire “wwwroot”, it is not necessary (if this option is checked) to set the rights
individually. Thus, the rights for each individual NET Genium are already preset.

e “Create database”

o

o

Check this option if you want to create a new database and your database server is located on the same
computer as the application itself, resp. IIS. If the database server is located on another computer, the
database on the database server must be created manually, and then the “ConnectionString.txt” file
must be created in the “Config” directory of NET Genium, which contains the definition of the
connection string to the database.

Specify what type of database you will use — Firebird or MS SQL Server.

Leave the “Automatic” option checked - the database will have the same name as the virtual directory,
or specify your own database name.

In the case of Firebird, select the directory where the database is to be stored (the default location is
“C:\Firebird").

In the case of MS SQL Server, select the instance in which the database will be created.

e “Authorize NetworkService account to access MS SQL database”

o

Check this option if you use an MS SQL database and your database server is located on the same
computer as the application itself, resp. IIS.

Authorization consists of creating a login to the “NetworkService” account and assigning the “sysadmin”
role.

e “Create ascheduled task for BackupServer.exe”

o

Check this option if you want to automatically create a scheduled task for regular server and database
backups.

e “Create a scheduled task for SqlBackup.exe (database backup)”

o

Check this option if you want to automatically create a scheduled task for regular database backups.

e "“Create a scheduled task for FileBackup.exe (attachment backup)”

o

Check this option if you want to automatically create a scheduled task for regular file attachment
backups.

e “Create ascheduled task for Update.exe”

o

Check this option if you want to automatically create a scheduled task for regularly updating NET
Genium to the new version.
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e "“Create a scheduled task for ResendEmlFiles.exe”
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o Check this option if you want to automatically create a scheduled task for regularly sending unsuccessful
e-mails from the “Logs” directory.

e “Create ascheduled task for RunScript.exe”

o Check this option if you want to automatically create a scheduled task to run a script with a given ID, at a
specified time, or with the option to repeat the task regularly twice an hour for 18 hours.

Zr Click on the “Set up” button to start the installation. When the installation is complete, the program displays
a message about this fact.

After successful creation of the database, the file “ConnectionString.txt” is created automatically.

A “DefaultLanguage.txt” file is created in the “Config” directory, in which the abbreviation of the default portal
language is placed. This will be the default language according to which all subsequently created NET Genium
applications will be created.
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7.2 Installing NET Genium over “lIS”

© Only install via IIS if you have a NET Genium database created and you have a “ConnectionString.txt” file in the
“Config” directory, which contains the definition of the connection string to the database.

Z» Find “Internet Information Services (I1S) Manager” via the “Start” menu.

Best match

Hg. Internet Information Services (115)
- Manager
Desktop app

tg: Internet Information Services (115) 6.0
Manager

Desktop app
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Zr In the open window on the left, click on the tree structure of the drop-down list up to “Default Web Site”,
select the directory on your NET Genium's disk, right-click on it, and select “Convert to Application” from the

menu.

O This step assumes that NET Genium is expanded in the “netgenium” directory in the default site directory (for
example, “C:\inetpub\wwwroot\netgenium”). See the chapter “Downloading and unpacking NET Genium to the
destination directory”.

qi_] Internet Information Services (115) Manager

« = | » OFFICE » Sites » Default Web Site » VaZe MET Genium  »

File  Wiew Help

Connections I .
— Vase NET Genium Home
MR -
:-----'Q_E_] Start Page —
‘ Filter: - Go - \mnShowAll | G by - -
~ .93 OFFICE (OFFICE\AdminLocal} | _ o o - EhShow Al | Groupby: Area
3 Application Pools ASP.NET A A
VE Sites . $ o F T\ q
: i= : 4 : =N
v €D Default Web Site 2 NZ 0 2 =]
: -[ | aspnet_client MET MET .MET Error MET MET Profile .MET Roles  .MET Trust
. ¥ netgenium Authorizat.., Compilation Pages Globalization Levels
. ¥ netgenium? iy = ) il? Y
_ I_‘| Vage MET Genium B Eqplore ah| s &?} &’
<[ webdav Edit Permissions nnection Machine Key Pages and Providers  Session State
g5 FTP strings Controls
3 Convert to Application
£ Add Application...
. Add Virtual Directory...
Manage Folder »
b
i3 Refresh =
| d e a1
= Switch to Content View = >
_|'_' nreccinm Mefanlt Nirertnre Frrir Panec Hanrler

< > (=] Features View {72 Content View

Ready
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7.3 Additional settings
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A The settings described in this chapter are only intended for use by web servers.

7.3.1 File indexing settings for “Windows Search”

7.3.1.1 Turn on Windows Search

r Find “Services” via the “Start” menu.

Best match

. Services
e Desktop app

Apps > |
b Component Services

E= Server Manager

%) Internet Information Services (IIS) Manager
Settings >
® View your product ID

5 View local services

Configure proxy server

€ Change manual proxy server settings
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< Right-click on “Windows Search” and select “Properties”.

£k Services
File Action View Help

e Al EREREYN 7 o IR LI

,.( Services (Local) ':‘?, Services (Local)

Windows Search

Description:

Provides content indexing, property
caching, and search results for files, e-
mail, and other content.

~
Mame

-&) Windows Installer
E indows License Manager ...

£1Windows Management Inst...

-S:)_;Wlndnw; Mohbile Hotspot S...
LC:);Windows Modules Installer
LE:)_;Windows Presentation Fou...

indows Process Activatio..,

Lk Windows Push Motification...
'{:)-Windows Push Netification...
E indows Remote Manage..,

dows Search

indows Time

L Windows Update
{ELWinHTTP Web Proxy Autc
@,:)_;ered AutoConfig
"‘;WMI Performance Adapte

:World Wide Web Publishi

: ¥box Live Auth Manager
1 Xbox Live Game Save

Description

Adds, modi...
Provides inf...
Provides a ...
Provides th...

Enables inst...
Optimizes p...
The Windo...

This service ...
This service ..
Windows R...

Start
Stop
Pause

Resume

Restart
All Tasks

Refresh

]

Status Startup Type
Manual
Manual (Trig...
Running  Automatic
Manual (Trig...
Manual
Manual
Running  Manual
Running  Automatic
Manual
Running  Automatic

Disabled

ng  Autematic (T..
Manual (Trig...

Manual
Manual
Manual
ig  Automatic
g Automatic
Manual

Manual (Trig...

Log On As

Local Syste...
Local Service
Local Syste...
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Metwork 5...
Local Syste...

Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Metwork 5...

Local Syste...
Local Syste...
Local Syste...

Extended /( Standard/

Opens the properties dialog box for the current selection.

Zr Set the startup type to “Automatic” and if the service has been disabled, click on the “Start” button.

Zr Confirm the changes with “OK".

Windows Search Properties (Local Computer)
General  LogOn Recovery Dependencies
Service name:  WSearch
Display name: Windows Search
Description:

earch results for files, e-mail, and other content.

Path to executable:

Fmvides content indexing, property caching, and

C:HWINDOW Sheystem 32\ Searchindexer.exe /Embedding

Startup type: Iiﬂq.rtomatic

Stopped

Service status:

Stop

Pause

Besume

You can specify the start parameters that apply when you start the service

from here.

Start parameters;

Cancel Apply

Help
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7.3.1.2 File indexing settings for "Windows Search”
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7 Find “"Control Panel” via the “Start” menu.

Best match

Control Panel

Desktop app

Settings
Trusted Windows Store app

Apps >
8] Default Programs
1 Windows Administrative Tools
Run
Settings >
- High contrast settings
2 Contacts privacy settings
~f Connected device settings
¥ Change User Account Control settings

L Choose whether to enter tablet mode
when you sign in

B @ O 0 K =

cont]

<7 In the control panel, type “index” into the search box. Select “Indexing Options” from the results found.

Index - All Contraol Panel Items

- [m| X
&« v o » Control Panel » All Control Panel ltems » v | O Inde:d / ®

(). | Indexing Options

ange how wWindows searches

Ww Security and Maintenance

View reliability history

Troubleshooting
== Find and fix problems with Windows Search

] File Explorer Options

Change search options for files and folders

9 Search Windows Help and Support for "Index"
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< In the newly opened “Indexing Options” window, click on the “Modify” button. A window opens with a
selection of the placements you want to include in the index. Check the box next to the NET Genium “Files”
directory. Click “OK” in the last step.

Framework NET Genium/ Installing NET Genium

O Ifyou are setting up file indexing for the server operating system, we recommend that you uncheck all default
indexing locations. They are:

o Internet Explorer History
o Start menu
o Users

O This setting for the server operating system is shown in the first figure.

s Indexed Locations *

1 387 items indexed Change selected locations
w ‘i Local Disk (C: ~
- Indexing speed is reduced due to user Ov s . ©
inetpub
Logs

PerfLogs
Index these locations: Program Files
Program Files (x86)
SQLServer2017Media
symcache

> Users

Induded Locations Exclud

Start Menu
Users AppD3

Windows
5w Local Disk (D:)
- Local Disk (E:)
—. Local Disk (F:) s

Jooogoogooog

Summary of selected locations

Induded Locations Exdude
Start Menu

How does indexing affect searches?

Troubleshoot search and indexing

) show all locations Cancel
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Zr For Windows Search, you can check which file types are included in the index. For example, to check whether
the “pdf” files are actually indexed, click on the “Advanced” button - in the new dialog, click on the “File
Types” tab and check the “pdf” files.

13 474 items indexed
EQ Indexing in progress. Search results n

Index these locations:

Induded Locations Excly
Start Menu
Users Appl

Advanced Options X

Index Settings  File Types

Extension Filter Description "
[p7m MIME Filter
@p?r File Properties filter
D p7s File Properties filter
:,‘:jparﬁal File Properties filter
l‘n‘ pbk File Properties filter
D pdb File Properties filter
G pdf Reader Search Handler
D pds File Properties filter
D pef File Properties filter
|=| perfmoncfa  File Properties filter
s« pfm File Properties filter
Epfx File Properties filter
D php3 File Properties filter
EA e il time Blbee &7

How should this file be indexed?
(®) Index Properties Only
(O Index Properties and File Contents

Add new extension to list:

vodty

How does indexing affect searches?

Add
Cancel

Troubleshoot search and indexing

Close
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8 Authentication settings

A The settings described in this chapter are only intended for use by web servers.

O Authentication settings can be set for 3 types of access (login) to your NET Genium.
Anonymous approach

© Anonymous access is used when you want to connect to your NET Genium either over the Internet or over an
internal computer network, and you do not require automatic user authentication using the integrated /IS
features.

Windows authentication

© Windows authentication is used if you want to connect to your NET Genium either over the Internet or over an
internal computer network, and you require automatic user authentication using the built-in IIS features.

A In this configuration, it is not possible to access NET Genium anonymously via the Internet or via an internal
computer network.

A Client stations must have the NET Genium address set in the intranet zone, see the “Web Browser Settings”
manual.

Combined approach

O Combined access is used when we need to use a combination of anonymous access and Windows authentication.
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8.1 Anonymous approach
© Anonymous access is used when you want to connect to your NET Genium either over the Internet or over an
internal computer network, and you do not require automatic user authentication using the integrated IIS
features.

Before setting up authentication in IIS, it is important to know whether to set the authentication type for the
entire site or just for the virtual directory. Below is the procedure for the entire site.

Z» Go to IIS settings, select “Default Web Site” and select “Authentication” in the “lIS” section.

"?f] Internet Information Services (115) Manager
e

« & » OFFICE » Sites » Default Web Site »
File  View Help
Connections .
I o Default Web Site Home
-5 Start Page —
: Filter: - Go - g Show All | G by: - |28~
v -85 OFFICE (OFFICE\AdminLocal] | _ o o 7 g Show roup by: Ares
3 Application Pools @ &
w @] Sites =
ﬁ Default Web Si'tel SMTP E-mail
&fs FTP
115 A
" 7l I
e [&]19 o -1
ASP Authenticati| Compression  Default Directory  Error Pages Handler
on Document  Browsing Mappings
b By ok = o T e
€ v 0 8 = &
HTTP HTTP IP Address  I3API Filters  Leogging  MIME Types  Modules
Redirect Respon.. and Doma..
s = o
i‘f - = :
Output Request 551 Settings  WebDAVY
Caching Filtering Authori... hd

Ready
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Zr In the “Authentication” section, select “Anonymous Authentication” and in the “Actions” section, click on

“Enable”.

H’Tj Internet Information Services (I1S) M.
—

anager

« = 0 b WIN-FCPSDOMNDOT0 » Sites » Default Web Site »

File View Help

Framework NET Genium/ Installing NET Genium

e Authentication

~ 85 WIN-FCP3DQNDO10 (D126\Adm
7} Application Pools
w @ Sites

» & Default Web Site

) & demo.netgenium.com

, @ dev.netgenium.com

< >

Group by: No Grouping =

Mame Status Response Type
|| Anonymous Authentication Disabled
ASP.MET Impersonation Disabled
Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Enabled HTTP 401 Challenge

- Content View

Configuration: 'localhost’ applicationHo:

st.config, <location path="Default Web Site">

9

Z» Then select "Windows Authentication” in the “Authentication” section and click “Disable” in the “Actions”

section.

33 Internet Information Services (IIS) Manager

ey & » WIN-FCPSDQNDO10

File View Help

» Sites » Default Web Site »

Connections
e H 2z e
'3 Start Page
v €5 WIN-FCPSDQNDO10 (D136\Adm
-2} Application Pools
v . Sites
> &9 Default Web Site
, € demo.netgenium.com
» &9 dev.netgenium.com

q Authentication

Group by: No Grouping b

Name Status Response Type
Anonymous Authentication Disabled
ASP.NET Impersonation Disabled
Forms Authentication Disabled HTTP 302 Login/Redirect
| Windows Authentication Enabled HTTP 401 Challenge |

< >

FE Feturs Vi ]2 Cotent View

Configuration: 'localhost’ applicationHost.config, <location path="Default Web Site">
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8.2 Windows authentication

© Windows authentication is used if you want to connect to your NET Genium either over the Internet or over an

internal computer network, and you require automatic user authentication using the built-in IS features.

A In this configuration, it is not possible to access NET Genium anonymously via the Internet or via an internal

computer network.

A Client stations must have the NET Genium address set in the intranet zone, see the “Web Browser Settings”

manual.

O Before setting up authentication in IIS, it is important to know whether to set the authentication type for the

entire site or just for the virtual directory. Below is the procedure for the entire site.

Zr Go to IIS settings, select “Default Web Site” and select “Authentication” in the “lIS” section.

'qf] Internet Information Services (115) Manager

—

« €0 » OFFICE » Sites » Default Web Site »
File  View Help
Connections .
Q-2 |8 Q Default Web Site Home
- Start Page ) =
va_i_' OFFICE (OFFICE\AdminLocal Filter: - Go v%ShowAll Group by:  Area - &~
[} Application Pools @
w @] Sites =
ﬁ Default Web Si‘tel SMTP E-mail
A= FTP
115
" ] [
sR]9 . 2
ASP Authenticati| Compression  Default Directory  Error Pages Handler
an Document  Browsing Mappings
=y, ol o N % Q A %H
99 ‘%:E fg.i ﬂ . 4=
HTTP HTTP IP Address  ISAPI Filters Logging  MIME Types  Moedules
Redirect Respon.. and Doma...
TOS = A
i‘f - o=
Output Request 551 Settings  WebDAY
Caching Filtering Authori...
. , [ Pestures View] - Contene Vi

Ready
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Zr In the “Authentication” section, select “Windows Authentication” and in the “Actions” section click on

" n
Enable”.
'i’j Internet Information Services (IIS) Manager - a X
&« - | @ » WIN-FCPSDONDOD » Sites » Default Web Site » TRl 7 R
File View Help
" Authentication
@--H =8 e I Enable I
i Qﬂ Start Page .
H Group by: Mo G < @ Help
v 43 WIN-FCPSDQNDOT0 (D136\Adm B Yo Srovping
J Application Paols MName Status Response Type
w & Sites Anonymous Authentication Enabled
> & Default Web Site ASP.NET Impersonation Disabled
4P demo.netgenium.com Forms Authentication Disabled HTTP 302 Login/Redirect
4 devnetgenium.com | Windows Authentication Disabled HTTP 401 Challenge |
. s | [Efestwes view ]2 Content view
Configuration: 'localhost’ applicationHost.config , <location path="Default Web Site"> Qﬂ:i

Zr Then select “Anonymous Authentication” in the “Authentication” section and click on “Disable” in the
“Actions” section.

'a}j Internet Information Services (1I5) Manager - O X
&« = & » WIN-FCPSDONDOT0 » Sites » Default Web Site » o @ -

File View Help

0 Authentication

H:'ﬂ Start Page
w83 WIN-FCPSDQNDO10 (D136\Adm

Group by: Mo Grouping =

_‘:} Application Pools MName Status Response Type
~ -[a] Sites | Anonymous Authentication Enabled ]
&P Default Web Site ASP.NET Impersonation Disabled
& demo.netgenium.com Forms Authentication Disabled HTTP 302 Login/Redirect
@ dev.netgenium.com Windows Authentication Enabled HTTP 401 Challenge

- Content View

< > = Features View

Configuration: 'localhost’ applicationHost.config , <location path="Default Web Site"> Qﬂ:i




© netgenium

Framework NET Genium/ Installing NET Genium

8.3 Combined approach

© Combined access is used when we need to use a combination of anonymous access and Windows authentication.
© There are two ways to set up combined access to NET Genium:

o

Using two virtual directories, one of which is set up for Windows authentication and the other for
anonymous access (NET Genium is accessed via two different URLs).

o Using one virtual directory (NET Genium is accessed via one URL).

8.3.1 Setting up combined access using two virtual directories

© The usual feature of this configuration is that the “Default Web Site” has the default site directory set to the
directory on the disk where NET Genium itself is stored. This site has Windows authentication set up. Next, a new

virtual directory is created that has anonymous login set up and points to the same disk location as the “Default
Web Site” itself.

8.3.1.1 Setting the “Default Web Site” for Windows authentication

Zr Go to IIS settings, select “Default Web Site” and select “Authentication” in the “lIS” section.

'?51 Internet Information Services (115) Manager
o .

« - € » OFFICE » Sites » Default Web Site »

File  View Help

: Default Web Site H
: erau e e home
Q- |& 8 0
&5 Start Page ] —
« 93 OFFICE (OFFICE\VAdminLocal] | _ " v 6o - [GyShowAll | Groupby: Area - E&-
.::2 Application Pools ,\=°j;_|
w (@) Sites =

~
. [&d Default Web Site SMTP E-rmail
. o FTP

s

-~
ASP Authenticati| Compression  Default Directory
on

Error Pages Handler

Document  Browsing Mappings
b S 3 L:.J g BT |!$H
dig L fa.s @ J’J“ | =

HTTP HTTP IP Address  ISAPI Filters Logging  MIME Types  Modules
Redirect Respon..  and Doma..

i e a

i’ - o= :

Output Request S5L Settings  WebDAV
Caching Filtering

Authori...

5 | |2 Features View |\72 Content View

Ready
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Zr In the “Authentication” section, select “Windows Authentication” and in the “Actions” section, click on

" n
Enable”.
G'j Internet Information Services (1IS) Manager — m} *
& @ » WIN-FCPSDONDO10D » Sites » Default Weh Site » @G @~
File View Help
2 1= Authentication =
&,' H L] &, 9 Enable
----- © Start Page
; Group by: Mo Groupin - @ Hep
v -85 WIN-FCPSDQNDO10 (D1364Adm Py ping
) Application Pools Mame Status Response Type
-[8] Sites Anonymous Authentication Enabled
> 4D Default Web Site ASP.NET Impersonation Disabled
> & demo.netgenium.com Forms Authentication Disabled HTTP 302 Login/Redirect
0 dev.netgenium.com |W|ndcvwsAu‘thent|cat|on Disabled HTTP 401 Challenge |
. 5  Content iew
&

Configuration: 'localhost’ applicationHost.config, <lecation path="Default Web 5ite">

<» Then select “Anonymous Authentication” in the “Authentication” section and click “Disable” in the “Actions”

section.
&5 Internet Information Services (IIS) Manager - O >
‘e @ » WIN-FCPSDONDO10 » Sites » Default Web Site » @ o g @ -

File View Help

0 Authentication

&
-_ﬁ start Page Group by: No Grouping = bt
~ 93 WIN-FCPSDONDO10 (D136\Adm @ re
Application Paals Marne Status Response Type S
. @) Sites [ Anonymous Authentication Enabled |
» & Default Web Site ASP.NET Impersonation Disabled
> 4@ demo.netgenium.com Forms Authentication Disabled HTTP 302 Login/Redirect
0 dev.netgenium.com Windows Authentication Enabled HTTP 401 Challenge

< » E Features View |2 Content View
Qﬂ,:

Configuration: 'localhost’ applicationHost.config, <location path="Default Web Site">
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8.3.1.2 Create a second virtual directory for anonymous access
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<> Right-click on “Default Web Site” and select “Add Application”.

‘qﬁ Internet Information Services (I15) Manager

€ » WIN-FCPSDONDO0 » Sites » Default Web Site »

[

File View Help
Connections
@--HiE 8

9 Authentication

v 83 WIN-FCPSDQNDO10 (D136VA A

Application Pools

Group by: Mo Grouping @

v & Gites Name Status Response Type
vl@ Default Web Sit I Anonymous Authentication Enabled
> -] Backup . Explore n Disabled
> - bin Edit Permissions... Disabled HTTP 302 Login/Redirect
5 - CodeMirrer
5 .[7] Columns Add Application...
» ] Config Add Virtual Directory...
» - Elearning B
5 .3 Files Edit Bindings...
> - FileUpload Manage Website 3
5 -] Froala
5 -] Gallery M3 Refresh
> -] Gantt K Remove
: % Images Rename
3 - Install
> -7 Logs [z Switch to Content View
5 -] Mailbox
> -] Openlayers
» -] Restart
> ] Seript
= v
e > | v comentview

Configuration: 'Default Web Site’ web.config
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Zr Fillin the alias (eg “netgenium”), set the application pool to “DefaultAppPool” and fill in the physical path
(directory on the disk) where you have stored your NET Genium (for example
“C\inetpub\wwwroot\netgenium”).
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Add Application ? >

Site name:  Default Web Site

Path: !
Alias: Application pool:
I netgenium I DefaultbppPool Select...

Example: sales

Physical path:

Chinetpublowwwrootinetg enium|

Pass-through authentication

Connect as... Test Settings...

[] Enable Preload
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Zr Click on the “netgenium” application and select “Authentication” in the “lIS” section.

'Q_=’_| Internet Information Services (115) Manager
& = ¥ » WIN-FCPSDONDO10 » Sites » Default Web Site » netgenium

LE]

File View Help
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- D netgen
: netgenium Home
I [® /neto

] Fil L3 ==

] Hiles Filter: + % Go - G Show All | Group by: Area - EB-
-_| FileUpload - ] . — — —
J Frozla .MET Users  Application Connection MachineKey Pagesand Providers  Session State
-] Gallery Settings Strings Controls

.| Gantt

-] Images ,\=£-|

"L Install SMTP E-mail

-] Logs

| Mailbox

115

|| Upenlayers is) g_y i=
[ Restart g= L v

[ Script asp | Authentic |ce inn__Default __Directon: _FrrarPanes  Failed
=1 Store TEmifigure authentication settings for sites and applications Request Tra...
-] Synchre E o = - . _far
7 Temp ‘QEJ ‘4o &J Jjn GE%H ;;:ﬁ
-] Templates Handler HTTP HTTP Logging MIME Types  Modules Output
.| Themes Mappings Redirect Respon... Caching
-1 Update G== @

-] ViewFields o= g e

&) demo.netgenium.com Request  SSLSettings URL Rewrite

0 dev.netgenium.com

E Features View |2 Content View

£ >
Ready

Zr In the “Authentication” section, select “Anonymous Authentication” and in the “Actions” section, click on

“Enable”.

'G'_ﬂ Internet Information Services {15) Manager
&« = ¥ » WIN-FCPSDONDOI0 » Sites b Default Web Site » netgenium  »

L5y

File  View Help

Connections
@iz |8

CodeMirror ~

‘i Authentication
[E,

Group by:  No Grouping =

Columns

Config Name Status

Response Type

Elearning | Anonymous Authentication Disabled

Files ASPNET Impersonation Disabled
FileUpload Forms Authentication Disabled
Froala Windows Authentication Enabled
Gallery
Gantt
Images
Install

Legs
Mailbox
netgenium
Openlayers
Restart
Script
Store
Synchre

y B Temp

y B Templates
: - 7| Themes

RRELGRBLORRLROLDODLRLERE

HTTP 302 Legin/Redirect
HTTP 401 Challenge

- S ndate = [=7] Features View | |72 Content View

Configuration: 'localhost’ applicationHost.config, <location path="Default Web Site/netgenium’=

9
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¢r Then select "Windows Authentication” in the “Authentication” section and click “Disable” in the “Actions”

section.
q'ﬂ Internet Information Services (IS} Manager — m} hat
‘e | [P » WIN-FCPSDONDOTD » Sites » DefaultWebSite » netgenium » W o g @

File VWiew Help
ST 2 Authentication N

] CodeMirror ~ . . configure Extended
-] Columns Sroupbyzj Mo Grouging M Protection.

. ] Config MName Status Response Type Acti
-] Elearning Anonymous Authentication Disabled =
+ 7] Files ASP.NET Impersonation Disabled =
. -[7] FileUpload Forms Authentication Disabled HTTP 302 Login/Redirect Advanced Settings...
[ Froala | Windows Authentication Enabled HTTP 401 Challenge I Providers...
< Galle
) - Gaﬂt‘l:rj|r @ [
) -1 Images
» [ Install
s 15 Logs
+ 7] Mailbox
> 3 netgenium
-[Z] Openlayers
) .| Restart
. -1 Script
. [ | Store
. [ Synchro
<[] Temp
+ [ Templates
) .| Themes
. s | [ Features View JiE Contert View

Configuration: 'localhost’ applicationHost.config, <location path="Default Web Site/netgenium”> Qi:i

8.3.1.3 Setting up virtual directory URLs in NET Genium portal settings

© This step is important in order to synchronize administrative modifications in individual instances of NET Genium
(virtual directory with Windows vs. Internet authentication). virtual directory with anonymous access).

&7 Launch your NET Genium.
Zr Go to the NET Genium portal settings (via the gear symbol).

genium Administrator / 1 uZivatel enline

* o e

A Havnistrinka | U NV e =B Nastaveni  Uloha 1

B NET Genium - 722 ...

B & A7

Zadost o novy licenéni kIiE

EENE
Restartovat EEE

| § ]|

UZivatelsky
rezim

€& Moje nastaveni

@ 2017 NetGenium
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Zr In the newly opened dialog, go to the “General” tab and enter both URLs of your NET Genium in the “URL”
field (For example “http://localhost; http://localhost/netgenium”). Confirm the changes with the “Save”
button.

D MET Genium v7.387 (21.12.2017) - Geogle Chrome — O x
& httpsy//dev.netgenium.com/holy/(S(d 1jufrgiwdqyvpnzk53las0k))/Portal_Modify.aspx

NET Genium v7.387 (21.12.2017)

Nastaveni posty Tiskové Sablony Priva Hesla 1P adresy Barvy Qstatni

Nazev @

Verze

URL Ihttp:moca Ihost;http:/flocalhost/netg EII @
Intranetovd adress portalu (seznam téchto

adres oddédlenych strednikem bude pousit

pro inicializaci NET Genia ve vice instanaich)

| K
Casové pasmo v
Format data | dd/mmjyyyy M
Vychozi mapa T
Fulltextovy | Zadny v | @
katalog

8.3.2 Setting up combined access using one virtual directory
8.3.2.1 Setting “Default Web Site"” to double authentication

© Before setting up authentication in IIS, it is important to know whether to set the authentication type for the
entire site or just for the virtual directory. Below is the procedure for the entire site.

Zr Go to IIS settings, select “Default Web Site” and select “Authentication” in the “lIS” section.
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'q_f] Internet Information Services (115)

e >

Manager

&) » OFFICE » Sites » Default Web Site »
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File View Help
: faul b Si
: Detfault Web Site Home
Q- |z 8 q
& Start Page —
‘ Filter: - Go - g Show All | G by: - [Bg~
+ @3 OFFICE (OFFICE\AdminLocal] | 7 Go_ - g Shaw roup by: Area
Q Application Pools &
v . [@| Sites f =
» ﬁ Default Web Si‘tel SMTP E-rnail
5 s FTP
s ~
o [&] @ i
T}E j 1 |@| =
ASP Authenticati| Compression  Default Directory  Error Pages Handler
on Document  Browsing Mappings
2 O B > A
ie fg-s ﬂ : =t
HTTP IP Address  ISAPI Fitters  Logging  MIME Types  Modules
Redirect and Doma...
= L
¥ @
Output Request 551 Settings  WebDAV
Caching Filtering Authori...
. , | [ Festures View] - Content View

Ready
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Zr In the “Authentication” section, select “Anonymous Authentication” and in the “Actions section, click on
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" n

Enable”.
Qﬂ Internet Information Services (lIS) Manager - O ®
&« > & » WIN-FCPSDOMNDO1D » Sites » Default Web Site » oy @

File View Help

Connections
Q-id| &8
H:'j Start Page
~ -85 WIN-FCPSDONDO10 (D136\Adm

e Authentication

Group by: No Grouping <

Application Paols Mame Status Response Type
w .[@] Sites E Anonymous Authentication Disabled 1
0 Default Web Site ASP.MET Impersonation Disabled
& demounetgenium.com Forms Authentication Disabled HTTP 302 Login/Redirect
9 dev.netgenium.com Windows Authentication Disabled HTTP 401 Challenge

< 5| [E] Features View |I72 Content View

Configuration: 'localhest’ applicationHost.config, <location path="Default Web Site"> Gi:i

Zr In the “Authentication” section, select “Windows Authentication” and in the “Actions” section, click on

" n

Enable”.
§ Intemet Information Services (115) Manager - m} x
(& = €@ » WIN-FCPSDONDOTD » Sites b Default Web Site » oty @

File View Help

Connections Actions

2| g Authentication
Q-2 e 0 IEnaI:Ir: I
;8 Start Page Group by: Mo Grouping 9 @ Hep

v G_EI WIN-FCP3DQNDO10 (D1364Adm

Application Paols Name Status Response Type
(@] Sites Anonymous Authentication Enabled
D Default Web Site ASP.MET Impersonation Disabled
4 demo.netgenium.com Forms Authentication Disabled HTTP 302 Login/Redirect
@ dev.netgenium.com | Windows Authentication Disabled HTTP 401 Challenge |

g 5| [ Features View |{Z Content View

Configuration: 'localhost' applicationHost.config, <location path="Default Web Site"> e:[
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8.3.2.2 Setting the “LoginByldentity.aspx” file for Windows authentication
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<> Right-click on “Default Web Site” and select “Switch to Content View".

@5 Internet Information Services (IIS) Manager
f& = @ » @ » WIN-FCPSDONDOW » Sites » Default Web Site »

File View Help

' fault Web si
- Default Web Site Home
@-id =8 9
&5 Start Page ~ -
! Filter: - Go - \g]ShowAll | G by - [58]~
83 WIN-FCPSDONDO10 (D136VA fer o - (& Show roupby: Area (=)
i |2} Application Pools ASP.NET ~ A
E Sites = @, , p F
:I.@ Default Web Site] B Xz 0 oz é‘,;
-__| Backup g Explore .NET Error NET .NET Profile .NET Roles  .NET Trust
» . bin Edit Permissions ion Pages Globalization Levels
-] CodeMirror - | = »,
» - Columns \_. Add Application... ab| ;ﬁ I%?) &
> -] Config {w| Add Virtual Directory... on Cennection Machine Key Pagesand Providers  Session State
-] Elearning s Strings Controls
. Edit Bindings...
|| Files
-] FileUpload Manage Website 3
-] Froala
.7 Gallery k&3 Refresh
. [ Gantt x Remove
N o ~
- J Images Rename = —
[ Install @J i
-] Logs = Switch to Content View @'
. 7] Mailbox RSP .. Compression  Default Directory  Error Pages Failed
. .[7] OpenLayers Document  Browsing Request Tra... .
.| Restart o — .
L e v
. Sl > 2 Coment View

Ready

Zr Locate the “LoginByldentity.aspx” file, right-click on it and select “Switch to Features View”".

Qﬂ Internet Information Services (I15) Manager
« > & » WIN-FCPSDOMDOI0 » Sites » Default Web Site »

File View Help

e é Default Web Site Content
~
Filter: - Go - Show All | G by: i -
v €3 WIN-FCPSDQNDO10 (D136\A: tfter: o - (& Show roup by: No Grouping
.12} Application Paols Mame Type 2
v (8] Sites @) Licences.aspx ASP.MET Server Page
v 6 Default Web Site @) LinkedServer Modify.aspx ASP.MET Server Page
. % E.ackup @ Links.aspx ASP.MET Server Page
g % lémd i @) LockRecord.aspx ASP.MNET Server Page
% CDI eviirer @Log.aspx ASP.MET Server Page
! j CD L::m; .‘.:lLogln.ascx ASP.MET User Control
. onfi
_ g =] Login.aspx ASP.MET Server Page
-] Elearning - -
3 Files [E Logintyidentityaspc | S REE S Bage T
1 FileUplosd [=]) Logou.t‘a;px =/| Switch to Features View ge
-] Froala e MapPicker.aspx Browse ge
» [ Gallery gmapPlckerGoogle.a;m Edit Permissions... 9
[ Gantt ENU.3spx ge
\ ] Images 3 MultiListBox.asex i3 Refresh trol
) -] Install & MultiListBox_Renamelter @ Help ge
<[] Logs S MultiListBox_ViewField.ab o rver wrer wotrol
» <[] Mailbox FMult\Li;tBox_\c’\ewPage.a;c( ASP.MET User Control
> -_| Openlayers fel MySettings.ascx ASP.MET User Control v
-] Restart -
\ %. :.;:- A
. > | T Ferre v [ Comtevn]

Ready
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&7 In the “lIS” section, select “Authentication”.

W_:] Internet Information Services (I15) Manager

—
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&« = @ » WIN-FCPSDQNDO10 » Sites » Default Web Site »  LoginByldentity.aspx
File View Help
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| Confi —
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+ [ Files -
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Ready

e
“Disable”.

@ Internet Information Services (IIS) Manager

e =

File View Help

€ » WIN-FCPSDQNDOTD » Sites » Default Web Site » LoginByldentity.aspx

In the “Authentication” section, select “Anonymous Authentication” and in the “Actions” section, click on
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HTTP 302 Login/Redirect
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® Hep

Content View
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Configuration: ‘localhost’ applicationHost.config , <location path="Default Web Site/LoginByldentity.aspx">
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8.3.2.3 Creating the “LoginByldentity.txt” file
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2> Go to the directory where you have your NET Genium installed (eg “C:\inetpub\wwwroot\netgenium”) and
create the file “LoginByldentity.txt” in the “Config” directory (it does not matter the contents of the Ffile).

9 Problem solving
9.1 Installing lIS

X Problem: The “Turn Windows features on or off” setting does not display the features needed to fully install
lIS.

v Solution: Update Windows and install updates.

A Ifyoustill don't see all the features you need, Windows doesn't have the .NET framework 4.7 installed.
Download it from the site https.//www.microsoft.com/cs-cz/download/details.aspx?id=55167 and install it.

9.2 NET Genium installation via “Setup.exe”

© Ifyou encounter any problems while installing NET Genium with the “Setup.exe” program, their details can be
found in the “Logs” directory in the “Install.log” file. These problems include:

X Problem: IIS is not installed.
v Solution: Install IS (see chapter “Installing 11S").
X Problem: The selected database system is not installed.

+/ Solution: Install the database server (see chapter “Database server installation — Firebird or MS SQL").

X Problem: When creating the setup database, it reports an error: “Firebird: connection rejected by remote
interface “.



https://www.microsoft.com/en-en/download/details.aspx?id=55167
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& NET Genium Setup (54-48-10-CE-53-3A - X
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Vita vas konfigurace aplikace NET Genium

Webovy server Default Web Site

Virtualni adresar netgenium |
Adresai NET Genium C:\inetpub\wwwroot \netgenium

Database Server Firebird v | [C:\Frebird ~]
Databaze [ Automaticky

Charset / Collation Central Europe ~v | |Czech v
Jazyk Cestina v

Moznosti [[] Wtvofit virtuaini adresaf

[] Autorizovat iéet Network Service pro zapis do adresare NET Genium
] Wtvofit databazi
[[] Autorizovat icet Network Service pro pfistup do databaze MS SQL

‘ NEl Genium Setup K MNastavit

g Firebird: connection rejected by remote interface

oK

~/ Solution: Check which version of Firebird you have installed. Version 2.5.n or higher must be installed.
X Problem: Backward compatibility with 1IS 6 and .NET and ASP.NET extensions is not installed.

~ Solution: Install the appropriate missing extension through the “Turn Windows features on or of f* feature (For
Windows 10) or by installing Server Features (for Windows Server 2016).

9.3 Windows authentication
X Problem: Windows authentication does not work.
" Solution: Make sure you have a NET Genium address on the client stations located in the Intranet zone.

v Solution: Make sure you have “Windows Authentication” installed, see chapter “Chyba! Nenalezen zdroj o
dkazu.".

v/ Solution: Check the authentication settings according to your chosen type of access to NET Genium (see

chapter “Chyba! Nenalezen zdroj odkazi.”).

v Solution: Make sure that you have the entry “WindowsAuthentication” and “WindowsAuthenticationModule”
in the main node of the server/computer —in the section “Modules”.
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File View Help
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Sl 9 Ed
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'Qﬂ Internet Information Services (I15) Manager

—

e €3 » WIN-FCPSDQNDOT0 »

File View Help

; ¢
@i 8 §! Modules
o HL:E" Start Page Use this feature to configure the native and managed code modules that process requests made to the
v 85 WIN-FCP5DQNDO10 (D136\Adm Web server.
-2} Application Poals
v [B] Sites Group by: Mo Grouping -
> @ Default Web Site Mame Code Meodule Type Entry T ™
. @ demo.netg.enlum.com Profile System.Web.Profile.ProfileMo... Managed Local
‘@ dev.netgenium.com ProtocolSupportMedule Fowindir¥e\System32iinetsnd...  Native Local
RequestFilteringModule Fowindir¥h\System32iinetsnd...  Mative Local
RewriteModule ZSystemRoot¥\system32iin.,  Mative Local
RoleManager System.Web.Security.RoleMa...  Managed Local
ScriptModule-4.0 System.Web.Handlers.5cript... Managed Local
Session System.Web.5ession5tate.Ses..  Managed Local
StaticCompressionModule Fowindir®\System32\inetsni...  Native Local
StaticFileModule Fowindir®\System32\inetsni...  Native Local
UrlAuthorization System.Web.Security.UrlAuth... Managed Local
UriMappingsMadule System.Web.UriMappingsMo... Managed Local
UrlRoutingModule-4.0 System.Web.Routing.UrlRouti.. Managed Local
WindowsAuthentication System.Web.Security. Window... Managed Local
WindowsAuthenticationMaodule | %awindir?a\System32\inetsnd...  Native Local ,
£ >
< > ._; Content View

Configuration: 'localhost’ applicationHost.config
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O Ifyou do not find these entries in the list of modules, add them manually as follows:
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Zr In the “Actions” section, click on “Add Managed Module”.

Qﬂ Internet Information Services (I15) Manager

(= =

File  View Help

€3 » WIN-FCPSDONDO10 »

Connections

€ )
& Start Page

v -gﬂ WIN-FCPSDONDOA0 (D136\Adm

2} Application Pools

=
. @| Sites

. 4 Default Web Site

, @ demo.netgenium.com
) & dev.netgenium.com

< >

@i’ Modules

Use this feature to configure the native and managed code modules that process requests made to the

Web server.

Group by: Mo Grouping =

MName

AncnymousAuthenticationM...
Anonymousldentification
ConfigurationValidationModule
CustomErrorModule
DefaultAuthentication
DefaultDocumentMadule
DirectoryListingModule
DynamicCompressicnModule
FailedRequestsTracingModule
FileAuthorization
FormsAuthentication
HttpCacheModule
HttploggingModule
HttpRedirectionModule

£

Code

Fewindirda\System32\inetsn...

Systern.Web.Security.Anony..

Fewindirda\System32\inetsn...
Zewindirde\System3iinetsr...
System.Web.Security.Default...

Fewindirde\System3Ninetsrd...
Fewindirda\System32\inetsn...
Fewindirda\System32\inetsn...
Fewindirda\Systern32\inetsndi...
System.Web.Security.FileAuth...
System.Web.Security.FormsA...
Fewindirda\System32\inetsn...
Fewindirda\Systern32\inetsnAlL..
Fewindirda\System32\inetsnAr...

Module Type
MNative
Managed
MNative
Mative
Managed
Mative
MNative
MNative
MNative
Managed
Managed
MNative
MNative

MNative

Entry T
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local

Local ,

(=] Features View |2 Content View

Configuration: 'localhost’ applicationHost.config

Actions

I Add Managed Module.., I

Configure Native Modules...

View Ordered List...

'@ Help

e.i.'.:i

27 In the newly opened dialog box, type the name of the module “WindowsAuthentication”, select the type
“System.Web.Security.WindowsAuthenticationModule” and check the option “Invoke only for requests to
ASP.NET applications or managed handlers”.

Add Managed Module

Mame:

WindowsAuthentication

Type:

Systern.Web.Security. WindowsAuthenticationModule

Invoke only for requests to ASP.MET applications or managed handlers

oK

Cancel

Pt
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Zr In the “Actions” section, click on “Configure Native Modules”.

G’j Internet Infarmation Services (II5) Manager

—

« = €3 » WIN-FCPSDONDO10 »

File View Help

@ @

Connections

€-d 28

© Start Page

v -8 WIN-FCPSDONDO10 (D136\Adm

£} Application Pools
v (5] Sites Group by: No Grouping =

qg! Modules

Web server,

Use this feature to configure the native and managed code modules that process requests made to the

» & Default Web Site Name
! 0 demu.netg.anium.cum AnonymousAuthenticationM...
@ devnetgenium.com Anonymousldentification
ConfigurationValidationMedule
CustomErrorModule
DefaultAuthentication
DefaultDocumentModule
DirectoryListingModule
DynamicCompressionModule
FailedRequestsTracingModule
FileAutherization
FermsAuthentication
HttpCacheModule
HttploggingModule
HttpRedirectionMadule

<

Code Module Type
Fewindir?e\System3iinetsn...  MNative
System.Web.Security.Anony... Managed
Fewindir?e\System3iinetsn...  MNative
Fewindir?e\System3Qiinetsnt...  MNative
System.Web.Security.Default.,  Managed
Fewindir?e\System3Qiinetsnt...  MNative
Fewindir?e\System3iinetsnt...  Mative
Fewindir?e\System3inetsnt...  Mative
Fewindir?e\System3iinetsni.. - MNative
System.Web.Security FileAuth...
System.Web.Security.FermsA...  Managed
Fewindir?e\System3Qiinetsnt...  MNative
Fewindir?e\System3iinetsnl..  MNative
Fewindir?e\System3iinetsnr..  MNative

Managed

Entry T
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local

Local o,

< > [=] Features View || 2 Content View

Configuration: 'localhest’ applicatienHost.config

Zr Click on the “Register” button.

Configure Mative Modules ? Pt
Select one or more registered modules to enable:
[] UriCacheMeodule Register...

[] FileCacheModule

[] TekenCacheModule

[] TracingModule

[] RequestMoniterModule
[] ManagedEnginetd

[] ManagedEngine

[] ManagedEngineV4.0_32bit
[] ManagedEngineV4.0_Bdbit

]
m
m

Cancel

Actions

Add Managed Module...

I Configure Mative Modules... I

View Ordered List...

@ Help

8.
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<> In the newly opened dialog, type the name of the module “WindowsAuthenticationModule” and select the
path “% windir%\System32\inetsrv\authsspi.dll".

Framework NET Genium/ Installing NET Genium

Register Native Module ? >

Marme:

WindowsAuthenticationModule

Path:
%windirde\System32\inetsnAauthsspi.dll|

] Cancel

9.4 The first launch of NET Genium

X Problem: NET Genium is displayed without styles.

v Solution: If you see your NET Genium without styles, you do not have either the permissions set on your default

web directory (see chapter “Chyba! Nenalezen zdroj odkazi.”), Or you did not check the” Static Content “
option when installing IIS (see chapter”Chyba! Nenalezen zdroj odkazu.”).

(& (0] localhost/netgenium/(S(zedkdzfqg2hSu2lenrgjcbw3))/Default.aspx W a

Hf Aplikace B Email - NET Geniumn & ERP & TEST

© 2018 NetGenium Prihlaseni

Uzrvatel |Administrator v
Heslo

X Problem: Unable to save form in NET Genium. Error saving form: “No message for error code 335544865
found”.

v Solution: Make sure you have FlameRobin running. If so, close the program.
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9.5 NET Genium display issues after installing or importing a new SSL
certificate

Framework NET Genium/ Installing NET Genium

X Problem: Your connection is not private: NET :: ERR_CERTIFICATE_TRANSPARENCY_REQUIRED

- C A Nezabezpeceno | hitps://netgenium.com

Vase pripojeni neni soukromeé

Utoénici se mohou pokusit odcizit vase Gdaje na webu netgenium.com (napiiklad hesla,
zpravy nebo informace o platebnich kartach). Daléi informace

NET::ERR_CERTIFICATE_TRANSPARENCY_REQUIRED

Béhem aktualizace zabezpedeni na webech mohou byt upozornéni bézna. Brzy by se

to mélo zlepsit.

D Pomozte zlepsit Bezpecné vyhledavani tim, Ze budete ¢ast informaci o systému a obsahu stranek

odesilat do Googlu. Zasady ochrany scukromi

Skryt rozsifené Nacist znovu

" Solution: Contact the certificate issuer, resp. the certification authority that issued the certificate and have it
verified that the certificate has been correctly logged in accordance with “Certificate Transparency” after it
has been generated. See the site for more https://comodosslstore.com/resources/how-to-fix-
neterr certificate transparency required-error-in-google-chrome/.



https://comodosslstore.com/resources/how-to-fix-neterr_certificate_transparency_required-error-in-google-chrome/
https://comodosslstore.com/resources/how-to-fix-neterr_certificate_transparency_required-error-in-google-chrome/

