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1 Priprava

O Postup je detailné popisovdn pro Windows Server 2016 v anglické verzi.
VSechny ukony je nutné provddét pod administrdatorskymi prdvy.

7 Nainstalujte sluZby a nastroje, které jsou potfebné pro SMTP server (IS 6 Management Konzole a SMTP server).

1.1 Windows Server 2016

7 Spustte ,Server Manager” pFes nabidku ,Start”.

IE Server Manager
E ServerManager.exe
= ServerManagerLauncher.exe
k 5-.-'1.|i||l.|s (1
E Server Manager
5 (1)
B 500-100.asp

F See more results

Y Search the Internet

(h
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© Zobrazi se Vam okno se viemi druhy sprdvy serveru. Pokud nemdte nainstalovanou sluzbu IIS, je nejprve nutné tuto sluZbu
nainstalovat (viz napriklad pfirucka ,Instalace NET Genium*). V dalsim postupu se pocita s tim, Ze sluzba IIS je jiZ na
serveru nainstalovand. Pro instalaci IIS 6 Management konzole a SMTP serveru budou duleZité ,Roles” a ,Features”. IIS se
na serveru chovd jako role.
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7 Stisknéte ,Add roles and features” a déle vyberte moZnost ,Server Roles”.

I8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

BE All Servers

- _ o Configure this local server
g File and Storage Services P -

@ s QUICK START

Add roles and features

M

3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
& Add Roles and Features Wizard — O x
. . DESTINATION SERVER
Select installation type P

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(®) Role-based or feature-based installation
I Configure a single server by adding roles, role services, and features.

Server Szlection

I Server Roles
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

Features
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O Vdalsim kroku systém vypise seznam vsech ,Server Roles”, které jsou na serveru k dispozici.
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7 Zde vyberte nasledujici éasti a stisknéte tlacitko , Install”:
e Management Tools
o IS 6 Management Compatibility
= IS 6 Management Console

=, Add Roles and Features Wizard = O X

DESTINATION SERVER

Select server roles par

Select one or more roles to install on the selected server.
Installation Type Roles Description

IS 6 Management Compatibility
provides forward compatibility for
your applications and scripts that
use the two [IS APls, Admin Base

[] Print and Document Services
[[] Remote Access

[] Remote Desktop Services
[] Volume Activation Services

) [@) Web Server (IIS) (16 of 43 installed) Object (ABO) and Active Directory
[@] Web Server (13 of 34 installed) Service Interface (ADSI). You can use
D FTP Server existing IS 6 scripts to manage the

4 [m] Management Tools (3 of 7 installed) 1S 10 Web server.

v IS Management Console (Installed)
« [m
IS 6 Metabase Compatibility (Installed)
| ¥ IiS 6 Management Console (Installed) |
|| 1S © Scripting Tools
(1 1S 6 WMI Compatibility
[C] 1S Management Scripts and Tools
[[] Management Service
[] Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services

<Previous” Next > ] I Instal Il Cancel
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© Dalsim krokem je instalace aplikace ,,SMTP server”.

7V aplikaci ,Server Manager” vyberte ,Add features” a v seznamu vyberte ,SMTP server” a stisknéte tladitko ,Instal

fia. Add Roles and Features Wizard

Select features

Before You Beain Select one or more features to install on the selected server.

w

Installation Typ

Features

G

3

uon

lec

w
Y

rver

W
M
[}

[] Peer Name Resolution Protocol
£ry 5 [[] Quality Windows Audio Video Experience
[C] RAS Connection Manager Administration Kit (CMA
[C] Remote Assistance
[C] Remote Differential Compression
i [M] Remote Server Administration Tools (1 of 41 instal
[C] RPC over HTTP Proxy
[[] Setup and Boot Event Collection
[] Simple TCP/IP Services
+ SMB 1.0/CIFS File Sharing Support (Installed)
SMB Bandwidth Limit
' SMTP Server (Installed)
b L] SNMP Service
« Telnet Client (Installed)
(] TFTP Client
[C] VM Shielding Tools for Fabric Management
[C] WebDAV Redirector
[[] Windows Biometric Framework
I & Windows Defender Features (Installed)

0

r

vy

ol
)

i
i

“C.'.‘l 2

IM

- a X

DESTINATION SERVER
deltaxi

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Install Cancel
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2 Nastaveni SMTP serveru pres IIS 6.0 Manager

Spustte , IS 6.0 Manager”, pfes nabidku ,Start”.

W Intemet Information Services (II5) 6.0 Manager

 Sat |i||l.|1 (1)

| Intemet Information Services (I15) 5.0 Manager

» Files (53)

El MNETGEMILM.IS

E pomuelss

El pomrTas

FE METGEMIUM.IS

El pomues

B DomMTTUS

E nETGEMILMIS

FE poMmuBls

E pomrTas

. METGEMIUM_FIREFOX.CSS
8 METGENIUM_CHROME.CSS

. MWETGENIUM_CHROME

£ See miore results

, Search the Internet

e M’

Log off

=

&
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O Po spusténi programu se zobrazi ndsledujici obrazovka.

q_.:! Internet Information Services (115} 8.0 Manager

€9 File Action View Window Help

& | @ = HEIEr =
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g8 X

FJ Internet Information Service
w o DELTAXT (local compute
5 P [SMTP Virtual Server

Local Yersion

‘omputer] Yes 5 V7.5

Status
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2.1 SMTP Virtual Server
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© Dalsi postup nastaveni SMTP Serveru je provddén v aplikaci ,Internet Information Services (11S) 6.0 Manager”.

7  Pravym tla¢itkem kliknéte na ,SMTP Virtual Server” a vyberte moZnost ,Properties”.

©8 Internet Information Services (1IS) 6.0 Manager — O x
€9 File Action View Window Help - & x
@ = HmI 2> =0
FJ Internet Information Service Local  Version Status
v gl PELTAK'I I[Icn.:al compute omputer) Ves IS V7.5
U [SMTP Virtual Server
Start
Stop
Pause
Mew »
Mew Window from Here
Fename
Refresh
Properties
Help
< > | € >

Opens the properties dialog box for the current selection.
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2.1.1 Connection
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7 V zaloZce ,Access” kliknéte na tlaéitko ,,Connection...”.
[SMTP Virtual Server #1] Properties 7 X

General Access Messages Delivery LDAP Routing  Security

— Access control

Edit the authentication methods for this
MESOUMCE.

— Secure communication
TLS is not available without a certificate.

I Eequire TLS encryption

—Connection control

Grant or deny access to this resouce using ) I
|P addresses or Intemet domain names. Connection...

— Relay restrictions

Grant or dery permissions to relay e-mail Relay |
through this SMTP virtual server. -

QK Cancel Apphy Help
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7V nasledujicim okné nastavte seznam viech IP adres, ze kterych bude umoZnéno pfipojeni do SMTP Serveru. Bude-li
umoznéno pfipojeni pouze z naseho serveru, zaskrtnéte ,Only the list below” a do seznamu pfidejte IP adresu

»127.0.0.1“.

Connection
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Select which computers may access this virual server:

" Al except the list below

Computers:
Access | IP Address (Mask) / Domain Name
& Grarted 127.0.0.1
Add ... | Bemaove |
QK I Cancel Help
2.1.2 Relay

7V otevieném okné vyberte zdloZku ,Access” a stisknéte tladitko ,Relay...”.

[SMTP Virtual Server 21] Properties

ol =]

Access conbrol

Edit the authentication methods for this
resource,

Secune communication
TLS i= not available without a cerificate.

|

Coennection contral

Grant or deny aocess to ths resouce using
IP addresses or Intemet domain names.

Relsy restrictions

Grant or deny permissions 1o relay e-mail
through this SMTP wirtual sanver.

QK Cancel

? »

LDAP Aouting Secumty
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7V nasledujicim okné nastavte seznam v3ech IP adres, ze kterych bude umoZnéno pfeposilani do SMTP Serveru. Bude-li

umoznéno preposilani pouze z naseho serveru, zaskrtnéte ,,Only the list below” a do seznamu pfidejte IP adresu
,127.0.0.1“,
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Relay Restrictions bt

Select which computer may relay through this virual server:

™ Al except the list below

Computers:
Access | IP Address (Mask) / Domain Name
g Granted 127.0.0.1

Add.. | Bemove |

[ Allow all computers which successfully authenticate to relay. regardless
of the list above.

OK I Cancel Help

2.1.3 Messages

7 Dale pfejdéte do zalozky ,Messages”, ve které mliZzete zakdzat u zprav limit jejich velikosti, limit ,,session” a limit po&tu
zprav v ramci jednoho spojeni.

s

[SMTP Virtual Server #1] Properties ?

General Access Messages Delivery LDAP Routing  Security

Specify the following messaging information.

¥ Lt message size to (KB 10240
Iv Limit session size to (KE): |1|]24D

Iv Limit number of messages per connection ta: IZD

[+ Limit number of recipients per message to: IW'D'D

Send copy of Non-Delivery Report to:

Badmail directory:

IC Mnetpubmailroot Badmail Browse... |

ocs | [ | [ e
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2.1.4 Delivery

Poté prejdéte na zalozku ,Delivery” a kliknéte na tlacitko ,Advanced...”.

[SMTP Virtual Server #1] Properties
General Access  Messages

Outheamd 1
First retry interval iminutes):
Second retry inerval mirubes)
Third retry inbarval [minubes):
Subsequent fetry indenval frirutes)
Delay notification:
Expiration timeout

Local

Delay notification:

Outhound Securty . Cuihound cormactions. .

[ X,

LDAP Rowting  Secury

]

iEEREE

AN
70

®

Appdy Help

Framework NET Genium / Instalace SMTP serveru
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7 Nastavte FQDN (Fully-qualified domain name)
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A DdleZitd pozndmka: Je potieba kontaktovat vaseho providera internetu, aby vam vytvoril reverzni zaznam (PTR), ktery se
musi shodovat s vasim FQDN.

Advanced Delivery bt

Mapdmum hop count:

e

Masquerade domain:

Fully-gualified domain name:
domainname cz| I Check DNS

Smart host:

[T attempt direct deliveny before sending to smart host

[~ Perform reverse DNS lookup on incoming messages

QK I Cancel Help
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3 Nastaveni Services

7 Pres nabidku ,Start” spustte ,Services”.

Programs {7)
£ Internet Information Services (IIS) 6.0 Manager
internet Information Services (IIS) Manager
Services
Component S|EEEH s, and configures
Microsoft Azure Services
services.exe
SEIVICEs.mscC
Settings (10)
§ Internet Information Services (JIS) 6.0 Manager
™E Internet Information Services (1IS) Manager
Q, Services
%) Component Services
@ Microsoft Azure Services
Ly View local services

B8 Allow remote access to your computer

£ See more results

Y Search the Internet

Framework NET Genium / Instalace SMITP serveru
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3.1 Simple Mail Transfer Protocol

Framework NET Genium / Instalace SMTP serveru

Ilt

7 Vyhledejte sluzbu ,Simple Mail Transfer Protocol” kliknéte na ni pravym tlagitkem a zvolte na ,,Properties”.

“ Services - a X
File Action View Help
s mEBc=2HBm »enn

. Senvices (Local) || Services (Local) . .
s O SITTO e  M o 5
Simple Mail Transfer Protocol Name Description Status Startup Type Log On As s
SMTP) &), Secure Socket Tunneling Pr... Provides su... Manual Local Service
& Security Accounts Manager  The startup .. Running  Automatic Local Syste..,

Stop the service

Pause the service £} Sensor Data Service Dedivers dat... Manual (Tng...  Local Syste...

Bestart the service Q Sensor Monitonng Service Monstors va... Manual (Tng.. Local Service
-.'.';‘; Sensor Service A service fo... Manual (Tng... Local Syste...
i

Descnption: Gk Server Supports fil... Runnfng Automut?( Local Syste...

Transports electronic mail across the tic Local Syste...

network. 1 o

reab Start
G Smart Card Device Enumera.., Running  Manual (Trig Stop
.",;‘, Smart Card Removal Pelicy  Allows the s... Manual Pause
&5 SNMP Trap Receives tra... Manual Resume
{.;-‘; Software Protection Enables the ... Automatic (T Restart
), Special Administration Con... Allows adm... Manual
), Spot Verifier Verifies pote... Manual (Trig Al Tasks >
£, SSDP Discovery Discoversn... Running Manual Refresh
£} State Repository Service Providesre.. Running  Manual -
&, Still Image Acquisition Events Launches a... Manual I Properties I
-S;‘, Storage Service Provides en... Manual (Tng Hel
-.’:': Storage Tiers Management  Optimizest... Manual p‘
.’.-;"3 Superfetch Maintains a... Manual Local Syste...
.'4[ Sync Host_e2bat9 This service .. Running  Automatic (D... Local Syste...
-.'.‘;’, System Event Notification S.. Monitors sy... Running  Automatic Local Syste...
r.‘,.r, 28333 ,r, 2afs Q"..Z'.‘, {‘".','! asbes l'\ smim. A ,"."A',.,..',,f' 1} ,','"..r.._'f," v.

| Extended .,."\'_gtaodud /
Opens the properties dialog box for the current selection.
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¢ Na zéloZce ,Genera

|ll

nastavte Startup type na ,,Automatic”.

Simple Mail Transfer Protocol (SMTP) Properties (Local Computer)

General

Service n

Diigplay name:

Description:

Recovery Dependencies

SMTPSVC
Simple Mail Transfer Protocal (SMTF)

’Tmnspurts electronic mail across the networl.

Path to executable:
CWindows system 32 inetsnsiinetinfo.exe

Startup type: Automatic e
Service status: Rurnining
Start Stop Pausze Fesume

You can specify the start parameters that apply when you start the service

from here.

Start parameters:

Cancel Aoly

Framework NET Genium / Instalace SMTP serveru
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4 Nastaveni Firewall

7 Pres nabidku ,Start” spustte nastaveni Firewallu, jako administrator.

* Programs (2)

= Windows Firewall with Advanced Security

Open

Open file location

Pim to Start menu (Classic Shell)
* Windows Firewall with Advanced Security Author

. Firewall.cpl

¥ Settings (5)

* Allow an app through Windows Firewall Run a5 administrator
Pim to Start

Scan with Windows Defender...
Open with...

# Check firewall status
™ Windows Firewall
Check security status Unpin from taskbar
Restore previous versions
Send to
Cut
Copy
Create shortcut

Explore

Properties

See

Search the Internet

Log off
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© Aby se nemohl kdokoli pfihldsit na dany SMTP server a z ného odesilat zprdvy, je nutné zablokovat SMTP-In Protocol.
SMTP-In Protocol Ize zablokovat dvéma riznymi zplisoby.
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4.1 Uplné zablokovani véem IP adresam

7V, Inbound rules” kliknéte pravym tla¢itkem mysi na ,,Simple Mail Transfer Protocol (SMTP-In)“ a zvolte moZnost ,Disable
Rule”.

@ Windows Firewall with Advanced Security
File Action View Help

% 25 = HE

@ Windows Firewall with Advance [l LT

Inbound Rules -
N G Profile  E#
Outbound Rules ame roup rofile

5-!5 Connection Security Rules Inbound Rule for Remote Shutdown (TC...  Remote Shutdown All
Ia Monitoring Remnote Scheduled Tasks Management (... Remnote Scheduled Tasks M...  All

Remote Scheduled Tasks Management (...  Remote Scheduled Tasks M., All
Remeote Volurme Management - Virtual Di... Remote Volume Management  All
Remeote Volurme Management - Virtual Di... Remote Volume Management  All

Remeote Volurme Management (RPC-EPM... Remote Volurme Management Al

Routing and Remote Access (GRE-In) Routing and Remote Access Al
Routing and Remote Access (L2ZTP-In) Routing and Remote Access Al
Routing and Remote Access (PPTP-In) Routing and Remote Access Al

Secure Socket Tunneling Protocol (S5TP-... Secure Socket Tunneling Pr... Al
} World Wide Web Services (HTTPS Traffic...  Secure World Wide Web Ser...  All
ﬁ Simple Mail Transfer Protocel (5 =

e e e e e e e

er Protoc...

Dizable Rule

Virtual Machine Monitoring (Echo Reque...  Virtual Machine Monitoring All
Wirtual Machine Monitoring (Eche Reque...  Virtual Machine Menitoring All
Virtual Machine Monitoring (MB-5ession..  Virtual Machine Monitoring All

Virtual Machine Monitoring (RPC) Virtual Machine Monitoring All
£ > || € >

SMMP Trap Service (UDP In) Domain |
SMMP Trap Service (UDP In) Cut Private.. |
Software Load Balancer Multiplex o ancer All [
TPM Virtual Smart Card Manager Delete :Card Ma... Domain [
TPM Virtual Smart Card Manager Card Ma...  Private.. [
TPM Virtual Smart Card Manager Properties Card Ma...  Private.. [
TPM Virtual Smart Card Manager :Card Ma... Domain [
Virtual Machine Menitoring (DCC Help lonitering Al I
I
I
I
I

Dizable Rule
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4.2 Zablokovani vsem IP adresam kromé vybranych
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7V, Inbound rules” kliknéte pravym tlagitkem mysi na ,Simple Mail Transfer Protocol (SMTP-In)“ a zvolte moZnost
,Properties”.

@ Windows Firewall with Advanced Security
File Action View Help

o= 2w = HE

@ Windows Firewall with Advance 1ot e

ln Inbound Rulesl — .
N G Profile £~

Outbound Rules ame roup rofile

5-!5 Connection Security Rules

Inbound Rule for Remote Shutdown (TC...  Remote Shutdown All
Remote Scheduled Tasks Management (... Remote Scheduled Tasks M., All
Remote Scheduled Tasks Management (... Remote Scheduled Tasks M., All

B Menitoring

Remote Veolume Management - Virtual Di.. Remote Volume Management  All

Remote Veolume Management - Virtual Di.. Remote Volume Management  All

Reuting and Remote Access (GRE-In) Routing and Remote Access Al
Routing and Remote Access (LZTP-In) Routing and Remote Access Al
Routing and Remote Access (PPTP-In) Routing and Remote Access Al
Secure Socket Tunneling Protocel (55TP-... Secure Socket Tunneling Pr.. Al

I
I
I
I
I
Remote Volume Management (RPC-EPM... Remote Volume Management  All I
I
I
I
I
%

World Wide Web Services (HTTPS Traffic... Secure World Wide Web Ser...  All
Q Simple Mail Transfer Protocol (SMTP-In) "' :

Dizable Rule

Virtual Machine Monitoring (Eche Reque... Virtual Machine Maonitoring All
Yirtual Machine Menitoring (Echo Reque... Virtual Machine Monitoring All
Virtual Machine Monitoring (MB-5ession...  Virtual Machine Maonitoring All

Yirtual Machine Monitoring (RPC) Yirtual Machine Monitoring All
£ > || £ >

SNMP Trap Service (UDP In) Domain |
SNMP Trap Service (UDP In) Cut Private.. |
Software Load Balancer Multiplexer (TCP... Copy All I
TPM Virtual Smart Card Management (D... Delete v Domain |
TPM Virtual Smart Card Management (D... v Private.. |
TPM Virtual Smart Card Management (T... Properties v Private.. |
TPM Virtual Smart Card Management (T... v Domain |
Virtual Machine Monitoring (DCOM-In) Help § Al I
I
I
I
I

Opens the properties dialog box for the current selection.
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4.2.1 General

7V nové otevieném okné ,Simple Mail Transfer Protocol (SMTP-In) Properties” pfejdéte na zalozku ,General”, vyberte
moznost ,, Allow the connection” a stisknéte tlacitko ,, Apply“.

Protocols and Pots  Scope  Advanced  Local Prncipals  Remote Users
s and Services Remote Computers
@ Thisis a ned nile and some of s properties cannot
be modfied.

General

w Name:

S {Simole Mail Transfer Protocol (SMTP-in) |
Description:

Inbound rule for Simple Mail Transfer Protocol to allow
| SMTP server traffic. [TCP 25]

£ Enabled

s @
A‘i (® Aliow the connection

N W O Alow the connection f it is secure

(O Block the connection

o | [0
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4.2.2 Scope
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7 Pro povoleni pfihladeni jen uréitych IP adres na SMTP server, zadejte seznam IP adres na zaloZce ,Scope” do pole
,Remote IP address”.

Simple Mail Transfer Protocel (SMTP-In) Properties >
General Programs and Services Remote Computers
Protocols and Ports Advanced Local Principals ~ Remote Users

Local IP address

B ® Any IP address
L "l
. () These P addresses:

Remote [P address
B ) Any IP address
| Wb
- (@ These |F addresses:

Add...

i1
il

cocst | [
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5 Spusteni SMTP serveru v [IS 6.0 Manager

7 Po Uspé&$ném nastaveni SMTP serveru spustte SMTP server pfes ,Internet Information Services (IIS) 6.0 Manager®.
V programu kliknéte pravym tlaCitkem na SMTP Server a vyberte moznost , Start”.

€9 Internet Information Services (1I5) 6.0 Manager — O >
€9 File Action View Window Help - &8 X
e nEECc= HmE »u

PJ Internet Information Service|| pame

v gl F}ELTAH I[Iouf:al compute %Domains
v di [SMTP \ictual Senzer
Start

Stop

Pause
Mew »

Yiew »

Mew Window from Here

Rename
Refresh
Export List...

Properties

Help

£ >

Start the server




