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1 Moznosti konfigurace SQL Serveru

O Podle zplisobu pFistupu NET Genia do databdze rozlisujeme tfi riizné typy konfigurace databdzového serveru:

1. Lokalni pFistup — Databdzovy server je nainstalovan na stejném pocitaci jako aplikacni server.

2. Pristup pres technologicky tcet z Active Directory — Databdzovy server je nainstalovan na jiném pocitaci nez aplikacni
server, a NET Genium pfistupuje do databdaze pod technologickym uétem z Active Directory.

3. Pristup pres lokalni ticet SQL Serveru — Databazovy server je nainstalovan na jiném pocitaci nez aplikacni server, a NET
Genium pfistupuje do databdze pod lokdInim u¢tem SQL Serveru.

2 Instalace SQL Serveru 2016

2.1 Priprava instalace

7 Pfipojte instalaéni médium ve formatu ,,iso”, nebo v pfipadé lokani instalace v ramci interni pocitaové sité spoleénosti
NetGenium otevrete adresar ,,O:\Install\_WIN\SQLServer2016Media“ na sdileném serveru ,,\\office”.

2.2 Instalace SQL Serveru 2016 pres ,Setup.exe”

7 Spustte program ,SETUP.exe”.
7V sekci ,Installation” vyberte moZnost ,New SQL Server stand-alone installation or add features to an existing
installation”.

R SOL Server Installation Center — m} Pas
Planning % Mew SCL Server stand-alone installation or add features te an existing installation
tallati Launch a wizard to install SQL Server 2016 in a non-clustered environment or to add
features to an existing SOL Server 2016 instance.
Maintenance
Tool "% Install SOL Server Management Tools
ools h
% Launch a download page that provides a link to install SOL Server Management Studio,
Resources 50L Server command-line utilities (SCLCMD and BCP), S0L Server PowerShell provider,
SOL Server Profiler and Database Tuning Advisor. An internet connection is required to
Options install these toaols.

Lg Install SOL Server Data Tools

Launch a download page that provides a link to install SQL Server Data Tools (550T). 550T
provides Visual Studio integration including project system support for Azure SOL
Database, the SQL Server Database Engine, Reporting Services, Analysis Services and
Integration Services, An internet connection is required to install 5507,

ﬁ’ Upgrade from a previous version of SOL Server
Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2016,

Microsoft” SOL Server 2016

7 Odsouhlaste licenéni podminky a kliknéte na tlaéitko ,Next”.
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To install SQL Server 2016, you must accept the Microsoft Software License Terms.

License Terms

Global Rules

Micresoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress

Complete

7 Zaskrtnéte ,Use Microsoft Update to check for updates (recommended)” a kliknéte na tladitko ,Next”.

Microsoft Update

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT SQL SERVER 2016 EXPRESS

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any
Microsoft

s updates,
¢ supplements,
s Internet-based services, and
s cunnort sarvires
EE)
Copy  Print
| accept the license terms,
SOL Server 2016 transmits information about your installation experience, as well as other usage and

performance data, to Microsoft to help improve the product. To learn more about SOL Server 2016 data
processing and privacy centrols, please see the Privacy Statement,

- O X

Use Microsoft Update to check for important updates

License Terms

Glabal Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress

Complete

Microsoft Update offers security and other important updates for Windows and other Micresoft
software, including SQL Server 2016. Updates are delivered using Automatic Updates, or you can visit
the Microsoft Update website,
Use Microsoft Update to check for updates (recommended)

Microsoft Update FAG

Microsoft Update Privacy Statement

< Back Cancel
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O Vpfipadé, Ze budete vyZadovat fulltexové indexovdni sloupeckii v databdzi, zaskrtnéte v sekci , Feature Selection”
a v kategorii ,,Instance Features” moznost , Full-Text and Semantic Extractions for Search”, a kliknéte na tlacitko , Next”,

-]

- O b8
Feature Selection
Select the Express features to install.
License Terms Features: Feature description:
Global Rules Instance Features I The configuration and operation of each A
Micresoft Update Database Engine Services instance feature of a SOL Server instance is
Product Updates SOL Server Replication isolated from other SOL Server instances, SQL
) Services (In-Database) Server instances can operate side-by-sideon v
Install Setup Files .
et ull-Text and Semantic Extractions for Sez Prerequisites for selected features:
nsta ules
RI:‘ PftIyEa;eQuery Srinilcefor External Data ‘Already installed: -
eporting senaces - atve -~ Windows PowerShell 3.0 or higher
Feature Rules Shared Features v

Client Tools Connectivity

Client Tools Backwards Compatibility
Client Tools SDK

Documentation Components

SQL Client Connectivity SDK

Consent to install Microsoft R ... < %

Instance Configuration

Server Configuration
Database Engine Configuration

Reporting Services Cenfiguration

- Microsoft .NFT Framework 4.6
<

Disk Space Requirements

Drive C: 3923 MB required, 180141 MB
available

Feature Configuration Rules

Select All Unselect All

Installation Progress

Complete Instance root directory:

‘C:\Prugram Files\Microsoft SOL Server\, |

Shared feature directory:

‘C:\Prugram Files\Microsoft SOL Server\, |

Shared feature directory (x56):

‘C:\Prugram Files (x86)\Microsoft SQL Server\, |

< Back
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7V sekci ,Server Configuration” na zéloZce ,Service Accounts” zaskrtnéte moznost ,Grant Perform Volume Maintenance
Task privilege to SQL Server Database Engine Service” a kliknéte na tlacitko , Next”.
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Server Configuration

Specify the service accounts and collation configuration.

License Terms Service Sccounts | Collation

Global Rules

Microsoft Update Microsoft recommends that you use a separate account for each SQL Server service.

Product Updates Service Account Mame Password Startup Type

Install Setup Files S0L Server Database Engine MNT Service\MS5CLSSOL... Automatic |~

Install Rules S0L Server Reporting Services MT Service\ReportServer... Automatic |~

Feature Selection S0L Server Launchpad MT Service\MS50LLaun... Automatic

Feature Rules SCL Full-text Filter Daemon Launc... | NT Service\MSSQOLFDLa... Manual

Instance Configuration SCL Server Browser NT AUTHORITY\LOCAL ... Disabled ~
I Server Configuration I

Database Engine Configuration EGrant Perform Volume Maintenance Task privilege to SQL Server Database Engine Service

Reporting Services Configuration This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead

Cansent ta install Microsaft R .. to information disclosure by allowing deleted content to be accessed.

Feature Configuration Rules Click here for details

Installation Progress

Complete

< Back Mext = Cancel
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7 V sekci ,Database Engine Configuration” na zaloZce ,Server Configuration” kliknéte na tla¢itko ,,Add Current User” a poté
kliknéte na tlacitko , Next“.
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Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.

Licenze Terms I Server Configuration I Data Directories  TempDB  User Instances  FILESTREAM
Global Rules

Microsoft Update

Specify the authentication mode and administrators for the Database Engine,

Product Updates Authentication Mode
Install Setup Files (®) Windows authentication mode

Install Rules ] o ) o
() Mixed Mode [SQL Server authentication and Windows authentication)
Feature Selection

Feature Rules Specify the password for the SQL Server system administrator (sa) account.

Instance Configuration Enter password:

Server Configuration

| Database Engine Configuration |

Confirm password:

Reporting Services Configuration Specify SOL Server administrators

Consent to install Microsoft R ...

ADVtomas.heoly (Tomas Holy) SOL Server administrators
Feature Configuration Rules have unrestricted access

Installation Progress to the Database Engine.

Complete

Add Current User Add... Remove
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7V sekci ,Reporting Services Configuration” zvolte moznost ,Install and configure” a kliknéte na tlaéitko ,Next”.
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B SOL Server 2016 Setup B . .

Reporting Services Configuration

Specify the Reporting Services configuration mode.

License Terms Reporting Services Mative Mode
Global Rules
Microsoft Update

(®) Install and configure,

Installs and configures the report server in native mode, The report server is operational after

Product Updates setup completes.
Install Setup Files () Install enly.
Install Rules

Installs the report server files. After installation, use Reporting Services Configuration Manager
Feature Selection to configure the report server for native mode.
Feature Rul . - -
FAture Rules Reporting Services SharePoint Integrated Mode
Instance Cenfiguration

Server Configuration
Installs the report server files. After installation use SharePoint Central Administration to

complete the configuration. Verify the SOL Server Reporting Services service is started and
I Reporting Services Configura... I create at least one SOL Server Reporting Services service application. For more information,

Censent to install Microsoft R ... click Help.

Database Engine Configuration

Feature Configuration Rules

Installation Progress

Complete

< Back Mext » Cancel
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7 Vsekci ,Consent to install Microsoft R Open* kliknéte na tladitko , Accept” a dokonéete instalaci kliknutim na tlaéitko
,Next”.
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Consent to install Microsoft R Open

Download and install necessary pre-requisite.

License Terms . . T . .
Microsoft R Open is an enhanced distribution of R made available by Microseft under the GNU General

Glebal Rules Public License v2.

Microsoft Update

Product Updates

Install Setup Files R is © the R Foundation for Statistical Computing. For more information on R-related products and services,

Install Rules visit http://r-project.org.

Feature Selection

Feature Rules . ) . . . .
By clicking "Accept” you are choosing to dewnload Microsoft R Open and install it on your machine, and

Instance Configuration agreeing to accept patches and updates to this software according to your SQL Server update preferences.

Server Configuration
Database Engine Configuration
Reporting Services Configuration

| Consent to install Microsoft R ... |

Feature Configuration Rules

Installation Progress

Complete

© Po dokonéeni instalace je nutné restartovat poéitac.
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3 Instalace programu SQL Server Management
Studio

3.1 Priprava instalace

&7 PFipojte instalaéni médium ve formatu ,iso”, nebo v pfipadé lokdni instalace v rdmci interni pocitatové sité spole¢nosti
NetGenium otevrete adresar ,,O:\Install\_WIN“ na sdileném serveru ,\\office”.

3.2 Instalace programu SQL Server Management Studio pres ,Setup.exe”

<7 Spustte program ,SQLManagementStudio 17.1 SSMS-Setup-ENU.exe”.
7 Kliknéte na tlacitko ,Install”.

RELEASE 17.1

% Microsoft SQL Server Management Studio

Welcome. Click “Install* to begin.

By clicking the “Install” button, | acknowledge that I accept the

SQL Server Management Studio transmits information about your installation experience, as well as other
usage and performance dats, to Microsoft to help improve the product. To learn more abou rver
Management Studio data processing and privacy controls, see the privacy statement link above.

Install Close

“«

<7 Poinstalaci restartujte vas pocitaé tlagitkem ,Restart”.

RELEASE 17.1

% Microsoft SQL Server Management Studio

Restart required in order to complete setup.
All specified components have been installed successfully.

The computer needs to be restarted before setup can continue.
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4 Vytvoreni souboru , ConnectionString.txt”

© |, ConnectionString.txt” je soubor v adresdfi ,, Config“, ktery obsahuje definici pfipojovaciho fetézce do databdze.
© Postup pro vytvoreni souboru ,,ConnectionString.txt“ se lisi podle typu konfigurace databdzového serveru.

7 Znize uvedenych variant zvolte, jaky typ konfigurace databazového serveru chcete pouZivat, a podle toho vytvofte
a nastavte soubor ,,ConnectionString.txt“.

1. Lokalni pristup — Databdzovy server je nainstalovan na stejném pocitaci jako aplikacni server.

2. Pristup pres technologicky tcet z Active Directory — Databdzovy server je nainstalovdn na jiném pocitaci nez aplikaéni
server, a NET Genium pfistupuje do databdaze pod technologickym uctem z Active Directory.

3. Pristup pres lokalni ticet SQL Serveru — Databazovy server je nainstalovan na jiném pocitaci nez aplikacni server, a NET
Genium pfistupuje do databdze pod lokdInim u¢tem SQL Serveru.

4.1 Pripojovaci retézec pro lokalni pristup do databaze

© Pfiinstalaci NET Genia pfes program ,,Setup.exe” (viz pfirucka ,Instalace NET Genium*) se po zaskrtnuti volby , Vytvorit
databdzi” vytvofi soubor ,ConnectionString.txt“ v adresari NET Genia ve sloZce ,,Config”“. Tento soubor obsahuje definici
pfipojovaciho fetézce do databdze.

© Obsahem souboru ,,ConnectionString.txt“ je napfiklad ndsledujici pfipojovaci fetézec do databdze:
,Server=(local)\SQLEXPRESS, Trusted_Connection=true;database=netgenium®”,

4.2 Pripojovaci retézec pro pristup do databaze pomoci technologického uctu
z Active Directory

<7V adreséfi ,Config” vaSeho NET Genia vytvofte soubor ,ConnectionString.txt“ a do tohoto souboru vloZte nize uvedené
udaje:
e [P adresu nebo nazev databazového serveru

e Nazev databaze

¢ Udaje ulozte podle nasledujiciho vzoru: ,server=123.456.789.123;Trusted_Connection=true;database=netgenium®.

4.3 Pripojovaci retézec pro pristup do databaze pomoci lokalniho uc¢tu SQL Serveru

7V adresafi ,,Config” vaseho NET Genia vytvofte soubor ,ConnectionString.txt” a do tohoto souboru vloZte nize uvedené
udaje:

e |P adresu nebo nazev databazového serveru
e Nazev databaze

e Nazev lokdIniho uctu SQL Serveru

e Heslovtomuto uctu

&7 Udaje ulo?te podle nésledujiciho vzoru:
»server=123.456.789.123;database=netgenium;User Id=svcngadmin;Password=1234".
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5 Nastaveni sitovych prostup(

A Toto nastaveni pouZijte jen v pfipadé, Ze je databdzovy server nainstalovdn na jiném pocitaci nez aplikacni server, a NET
Genium pristupuje do databdze pod technologickym tuctem z Active Directory, nebo pod lokdlnim uctem SQL Serveru.

7V nabidce ,Start” vyhledejte a spustte ,SQL Server 2016 Configuration Manager”.

| 5% Filtry ~v
Nejlepsi shoda

Ie SQL Server Documentation
Aplikace pocitace

a— Instalace a konfigurace DB serveru

— MSSsaL
Dokument Microsoft Wordu
Maposledy zménéno: 03.01.2019
Aplikace

& SQL Server 2016 Configuration Manager

& SQL Server vNext CTP2.0 Configuration
Manager

5 SQL Server 2016 Import and Export Data
(64-bit)

Slozky
B Instalace a konfigurace DB serveru MS SQL
Dokumenty

€ Microsoft SQL Server 2016 Readme - v 1033

Umentation

O 50l Server D
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7 Oteviete uzel ,SQL Server Network Configuration, vyberte ,Protocols for SQLEXPRESS”. Pravym tlacitkem kliknéte na

,TCP/IP“ a zvolte mozZnost ,Vlastnosti®.

% Sql Server Configuration Manager

Soubor Akce Zobrazit Napovéda

= 7 B0

@ SOL Server Configuration Manager (Local)
[E SOL Server Services
_E SQL Server Network Cenfiguration (32hit)
> @ SQL Native Client 11.0 Configuration (32hit)
v ﬂ SCL Server Network Configuration
== Protocols for SOLEXPRESS |
5 2 SOL Native Client 11.0 Cenfiguration

Protocol Name Status

%~ Shared Memory Enabled
% Named Pipes Disabled
Disabled

Enable
Disable

==

Napovéda

Otevfe dialeg vlastnesti pro aktudlni vybér,

7 Na zaloZce ,Protocol” nastavte ,Enabled” na hodnotu , Yes”.

TCP/IP — vlastnosti

IP Addresses

B

*

B General

IEnabIed Yes -

Keep Alive 30000
Listen All Yes

Enabled
Enable or disable TCF/IP protocol for this server instance

oK Zrusit Poudit Napovéda
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7 Na zéloZce ,IP Addresses” rozkliknéte uzel ,IP1“ a nastavte , Active” a ,Enabled” na hodnotu , Yes”.

CP/IP — vlastnosti ? >

=] m ~
Active Yes
Enabled Yes
IP Address fed0:3d46:54202092:a329%010
TCP Dynamic Ports [
TCP Port

= p10
Active Yes
Enabled Mo
IP Address 169,254,207.73
TCP Dynamic Ports o
TCP Port

B 1p11
Active Yes
Enabled Mo
IP Address |
TCP Dynamic Ports [V]
T D Dort e

IP1
OK Zrusit Pouzit Napovéda

Framework NET Genium / Instalace MSSQL

7 Na stejné zaloZce rozkliknéte uzel ,IPALL” a nastavte , TCP Port” na hodnotu ,1433“.

CP/IP — vlastnosti ? >
TCP Dynamic Ports ] ~
TCF Port

B e
Active Yes
Enabled Mo
IP Address 192.168.249.38
TCP Dynamic Ports ]

TCP Port

B ipo
Active Yes
Enabled Mo
IP Address felln 4206311 ee06: cf459% 11
TCP Dynamic Ports ]

TCP Port
B 1pan
TCP Dynamic Paorts 0
| TCP POt 1433 |
[¥]
TCP Port
TCP port
oK Zrudit Poufit Napovéda
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&7 Oznatte ,SQL Server Services”, pravym tladitkem mysi kliknéte na ,SQL Server (SQLEXPRESS)” a zvolte moZnost

,Restart”.
& 5ql Server Configuration Manager - O X
Soubor Akce Zobrazit Mapovéda
L AR NENERN 7 JECRCROR )
501 Server Configuration Manager (Local) Marne State Start Maode Log On A

| SOL Server Services
&, 500 Server Network Configuration (32bit)

» ,. S0L Mative Client 11.0 Configuration (32bit)
» _E_ SQL Server Network Configuration

» ,. S0L Mative Client 11.0 Configuration

QL Server (SQLEXPRESS)

PR S0OL Full-text Filter Daemon Laun
FR50L Server Launchpad (SOLEXPR
50L Server Reporting Services (S0
&S0l Server Agent (SQLEXPRESS)
5501 Server Browser

Start

ning
Stop ning
Pause ning
Resurme bped
Restart ped
Vlastnosti
Napovéda

Automatic NT Servic|

Manual NT Servic
Automatic NT Servic
Automatic MT Servic

Other (Boot, Syste... MNT AUTH
Other (Boot, Syste... MT AUTH

Restart (stop and then start) selected service.
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6 Nastaveni firewallu

A Toto nastaveni pouZijte jen v pfipadé, Ze je databdzovy server nainstalovdn na jiném pocitaci nez aplikacni server, a NET
Genium pristupuje do databdze pod technologickym tuctem z Active Directory, nebo pod lokdInim uctem SQL Serveru.

7V nabidce ,Start” vyhledejte a spustte ,Windows Firewall with Advanced Security”.

F Programs (1)
™ Windows Firewall with Advanced Security
b Settings (4)
™ Windows Firewall with Advanced Security
™ Allow an app through Windows Firewall
™ Windows Firewall

Check security status

ee maore results

%Y Search the Internet

e m g <
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7 Kliknéte na ,Inbound Rules” a v sekci , Actions” zvolte moZnost ,New Rule...“.

0 Windows Firewall with Advanced Security
File Action View Help

L e AR:ala [ REN °)

-~

all with Advancd JEVSHTS T ES

Actions

Inbound Rules

Mew Rule...

N G Profil Enabli ™
— TR ame roup rofile na
5.!: Connection Security Rules Firefox (C:\Program Files\Mozilla Firefox) Private Mo
‘.‘_..‘ Monitoring Firefox (C:\Program Files\Mozilla Firefox) Private Mo
Allloyn Router (TCP-In) Allloyn Router Domai.. Mo
Allloyn Router (UDP-In) Allloyn Router Domai.. Mo
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All Mo
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All Mo
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All Mo
Cast te Device functionality (qWave-TCP... Cast to Device functionality Private.. Mo
Cast te Device functionality (qWave-UDP... Cast to Device functionality Private.. Mo
Cast to Device S5DP Discovery (UDP-In) Cast to Device functionality Public Mo
Cast to Device streaming server (HTTP-5t.. Cast to Device functionality Public No
Cast to Device streaming server (HTTP-5t.. Cast to Device functionality Domain Mo
Cast to Device streaming server (HTTP-5t.. Cast to Device functionality Private Mo
Cast to Device streaming server (RTCP-5t..  Cast to Device functionality Public Mo
Cast to Device streaming server (RTCP-5t...  Cast to Device functionality Private  No
Cast to Device streaming server (RTCP-5t..  Cast to Device functionality Domain  No
Cast to Device streaming server (RTSP-5tr... Cast to Device functionality Domain  No
Cast te Device streaming server (RTSP-5tr... Cast to Device functionality Public Mo
Cast te Device streaming server (RTSP-5tr... Cast to Device functionality Private Mo
Cast to Device UPnP Events (TCP-In) Cast to Device functionality Public Mo
COM+ Netwaork Access (DCOM-In) COM+ Metweork Access All Mo
COM+ Remote Administration (DCOM-In) COM+ Remote Administrati... All Mo
Core Networking - Destination Unreacha... Core Metworking All Mo
Core Networking - Destination Unreacha...  Core Networking All No w
< || £ >
. “ “ B x X1 “
7 Vsekci ,Rule Type” vyberte typ ,Port” a kliknéte na tla¢itko ,Next”.
ﬂ Mew Inbound Rule Wizard
Rule Type
Select the type of firewall rule to create.
Steps:
@ Fuie Type I ‘What type of rule would you like to create?
@ Protocol and Ports
@ Action ) Program
o Profile Rule that controls connections for a program.
@ Name ® Port
Fule that controls connections for a TCP or UDP port.
) Predefined:
AllJoyn Router
Rule that controls connections for a Windows experience.
() Custom
Custom rule
< Back Neod > Cancel

Filter by Profile
Filter by State

< < <8

Filter by Group
View

Refresh

Export List...

CIEE

Help

v v v v
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7 Vsekci ,Protocol and Ports” vyberte , TCP* a doplrite &islo portu ,,1433“. Poté kliknéte na tla&itko , Next”.
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| 0 Mew Inbound Rule Wizard x |

| Protocol and Ports |

| Specify the protocols and ports to which this rule applies. |

Steps:
I @ Rule Type Does this rule apply to TCF or UDP? |
|.l Protocol and Ports I I @® TCP I |
@ Action ) UDP
|
@ Profile .
N
¢ e Does this rule apply to all local ports or specfic local ports?
() All local ports
@) Specific local ports: |1.133 I

Example: 80, 443, 5000-5010

< Back Nesd > Cancel

7V sekci ,Action” vyberte moZnost , Allow the connection” a kliknéte na tla¢itko ,Next*.

& New Inbound Rule Wizard X

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports

- (@) Allow the connection
I'" Action I This includes connections that are protected with IPsec as well as those are not.
@ Profie
(C) Allow the connection if it is secure

@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Cannection Security
Rule node.

() Block the connection

< Back Next Cancel




© netgenium
Framework NET Genium / Instalace MSSQL

7V sekci ,Profile” zaskrtnéte véechny t¥i moZnosti: ,,Domain®, ,Private”, ,Public” a kliknéte na tlagitko ,,Next”.

& MNew Inbound Rule Wizard x

Profile

Specify the profiles for which this rule applies

Steps:

@ Rule Type When does this rule apply?

@ Frotocol and Ports

@ Action E Domain
I_, Profile I Applies when a computer is connected to its corporate domain
@ Name Private

Applies when a computer is connected to a private network location, such as a home
or work place.

Public
Applies when a computer is connected to a public network location.

< Back Neat > Cancel

7V sekci ,Name” vypliite ndzev role ,,SQL Server” a dokonéete nastaveni tla¢itkem ,Finish”.

9 Mew Inbound Rule Wizard x

Name
Specify the name and description of this rule

Sieps:
@ FRule Type
@ Protocol and Ports

@ Action

@ Frofie Mo

[ e ] [5aL Served |
Description {optional):
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7 Nastaveni opravneéni pro pristup do databaze

© Postup pro nastaveni oprdvnéni se lisi podle typu konfigurace databdzového serveru.

7 Znize uvedenych variant zvolte, jaky typ konfigurace databazového serveru chcete pouzivat, a podle toho nastavte
opravnéni pomoci Management Studia.

1. Lokalni pristup — Databdzovy server je nainstalovan na stejném pocitaci jako aplikacni server.

Pristup pres technologicky tcet z Active Directory — Databdazovy server je nainstalovan na jiném pocitaci nez aplika¢ni
server, a NET Genium pfistupuje do databdze pod technologickym uctem z Active Directory.

3. Pristup pres lokalni ticet SQL Serveru — Databazovy server je nainstalovan na jiném pocitaci nez aplikacni server,
a NET Genium pfistupuje do databdze pod lokalnim u¢tem SQL Serveru.

7.1 Nastaveni opravnéni pro lokalni pristup
© Jsou 2 moznosti, jak nastavit oprdvnéni pro lokdini pfistup:

e Automatické nastaveni opravnéni pres program ,Setup.exe” NET Genia.
e Rucni nastaveni opravnéni pres ,,Microsoft SQL Server Management Studio”.

7.1.1 Automatické nastaveni opravnéni pres program ,Setup.exe” NET Genia

O Pfiinstalaci NET Genia pfes ,Setup.exe” a zaskrtnuti volby ,, Autorizovat tcet Network Service pro pfistup do databdze
MSSQL“ program automaticky nastavi oprdvnéni pro pristup do databdze (viz prirucka , Instalace NET Genium®).

> MET Genium Setup (60-36-DD-88-2B-TE - *

Wita vas konfigurace aplikace NET Genium

Webovy server Defautt Web Site

Virtudini adresar netgenium

Adresar NET Genium C:Ainetpubwwwroot \netgenium SQL

Database Server Firebird C:\Firebird ™,

Databaze Automatic
Charset / Collation Central Europe Czech
Jazyk Cedtina ~

Moznosti [] Wytvofit vitualni adresar

[] Autorizovat Géet Network Service pro zapis do adresdfe NET Genium
[] Wytvofit databazi
Autorizovat G&et Network Service pro pFistup do databaze MS SGL

Nastavit
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7.1.2 Rucni nastaveni opravnéni pres ,Microsoft SQL Server Management Studio”
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O NiZe je popsdno nastaveni oprdvnéni pro pfistup do databdze preddefinovanému uctu ,, NetworkService”, ktery je zvolen
v identité aplikacniho poolu.

7V nabidce ,Start” vyhledejte a spustte ,Microsoft SQL Server Management Studio”.

0O e Filtry

Nejlepsi shoda

7 Microsoft SQL Server
L Management Studio 17
Aplikace pocitate

£ Studio

7 Oteviete uzel ,Security”, pravym tladitkem mysi kliknéte na , Logins“ a zvolte moZnost ,,New Login...“.

Object Explorer > 0 x

Connect~ ¥ ¥ Y &

= @ TOMAS-PC\SOLEXPRESS (SOL Server 13.0.4224 - AD\tornas.holy)
Databases

=] Securi
=
e #F New Login... n# ¥
= =3

et Filter 3
= AD R
3 BU Start PowerShell
- ——
E NI Reports 3
na MNT e 000 "
o NT Refresh RESS
s NT SERVICENSOLTELEMETRYSSOLEXPRESS
B NT SERVICE\SQLWriter
B NT SERVICE\Winmgmt
B 53
Server Roles
Credentials
Audits

Server Audit Specifications
Server Objects
Replication
PolyBase
Management

EH ®

EH ®
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7 Na zéloZce ,General” zaskrtnéte , Windows authentication” a kliknéte na tla¢itko ,Search...”.

g — O >
Select a page .
=7 IT Script = Help
#fere] @
& Server Roles
J User Mapping Login name: | || Search... I
K Securables I ] - I
& Status (@ Windows authentication
(") 5QL Server authentication
(") Mapped to certfficate
Connection (C) Mapped to asymmetric key
Server: [] Map to Credential Add
TOMAS-PC\SQLEXPRESS o
Connection: Mapped Credentials Credertial Provider
ADMtomas holy
¢ View connection properties
Progress Remaove
Ready Default database: master >
Default language: <defautt> >
Cance
7V nové otevieném dialogovém okné kliknéte na tladitko ,,UpFesnit”.
Vybrat objekt typu: UZivatel nebo Skupina ot
Vyberte typ objektu:
|Uzivatel nebo Peddefinovany objekt zabezpegeni | | Typy objekt...
Lmist&ni:
[TOMAS-PC || Umisténi..

Zadejte nazev objektu k vybén (prillady):

Kontrola nazvi

[ o
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7 Kliknéte na tladitko ,Najit“, vyhledejte Géet ,NETWORK SERVICE” a potvrdte volbu tladitkem ,,OK“.
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Vybrat objekt typu: UzZivatel nebo Skupina s

Vyberte typ objektu:
|Uiiva1&4 nebo Preddefinovany objekt zabezpedeni | Ty objektu...

Umisténi:
[Tomas-Pe || Umisténi..

Bé&iné dotazy

Mazev, | Zadingd Sloupce:

Fopiz: | Zagina

Zakazané Géty Zastavit
Stéle platné heslo
&
Pocet dnil od posledniho piibl&geni: ?)/7
\sledky hledani- L
Nazev Ve slofce A
82 UsR
8% | 0CAL SERVICE
B2 Mistni Géet

5& Mistni Géet a Elen skupiny Administrators

% REMOTE INTERACTIVE LOGON
8, service v

<7 Na zéloZce ,Server Roles” zaskrtnéte volbu ,sysadmin” a potvrdte tlaéitkem ,OK*.

°| Login - New — O x
S:"""m T scipt » @ Help
=10 ==
»
& User Mapping Server role is used to grant server-wide security privileges to a user.
A Securables
& Status
Server roles
[] bulkadmin
[] dbereator
[] diskadmin
[] processadmin
[4] public
[] securityadmin

[] serveradmin

setupadmin
o

Connechion

Server:
TOMAS-PC\SQLEXPRESS

Connection
AD%omas holy

ﬁ View connection properties

Ready
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7  Pravym tla¢itkem mysi kliknéte na hlavni uzel vadeho SQL Serveru a zvolte moZnost ,Properties”.

Object Explorer

Connect~ ¥ *¥ VS

Databases Connect...
=] Security Disconnect
= Logins .
#2MS_PolicyEvents  Ote
##MS_PolicyTsglEx MNew Query
AlNtomas.holy . }
Activity Monitor

BUILTIM' Users
NT AUTHORITY\SY Start

FeEoEeEeEoEoEvij Ko Fo Fs

=l =] TOMAS-PC\SOLEXPRESS (S0L Server 13.0.4224 - AD\tomas.holy)

~ 1 x

MT Service'\MSSCLS Siap
NT SERVICE\Report
NT SERVICE\SQLTE iz
NT SERVICE\SOLW: Resume
MNT SERVICE\Winme Restart
sa .
Server Roles Policies
Credentials Facets
Audits Start PowerShell
Server Audit Specificati
Server Objects Reports
Replication —
PolyBase
Management I Properties I

7 Na zéloZce ,Security” zkontrolujte, zda méte zaskrtlou vychozi volbu ,,Windows Authentication mode”.

B Server Properties - TOMAS-PCYSQLEXPRESS - m] x
Selecta page T Scipt = @ Help
K General
K Memory
P
: ﬂl’S Server authentication
# Connections (®) Windows Authentication mode
J Database Settings
& Advanced () SQL Server and Windows Authertication mode
F Permissions
Login auditing
() Mone
(@ Failed logins only
() Sueeessful logins only
(0) Both failed and successful logins
Server proxy account
C 5 [[] Enable server proxy accourt
Server. F
TOMAS-PCASQLEXPRESS Pas
Connection
AD‘tomas.holy Options
nﬁ VWiew connection properties
[[] Enable C2 audt tracing
[[] Cross database ownership chaining
Progress
Ready
Cancel
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7.2 Nastaveni opravnéni pro pristup pres technologicky ucet z Active Directory
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O NiZe je popsdno nastaveni oprdvnéni pro pFistup do databdze technologickému uctu, ktery je zvolen v identité aplikacniho
poolu — napfiklad ,,AD\svcngadmin®,

7 V nabidce ,Start” vyhledejte a spustte ,Microsoft SQL Server Management Studio”.

0O & Filtry

Nejlepsi shoda

7 Microsoft SQL Server
L Management Studio 17
Aplikace poditage

7 Oteviete uzel ,Security”, pravym tladitkem mysi kliknéte na ,Logins” a zvolte moZnost ,,New Login...“.

Object Explorer > o x

Connect~ ¥ *¥ Y & o
B @ TOMAS-PC\SQLEXPRESS (SOL Server 13.0.4224 - AD\tomas.holy)
Databases

= Securil
=] Logins
e T
-

wox #F Filter y
& A 2 P
=% BU Start PowerShell
e NT] Reports 3
m NT [
o NT Refresh RESS
s NT SERVICEUSOLTELEMETRYSSCLEXPRESS
ma NT SERVICE\SQLWriter
m NT SERVICE\Winmgmt
B 53
Server Roles
Credentials
Audits
Server Audit Specifications
Server Objects
Replication
PolyBase
Management
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¢ Na zaloZce ,General”

B Login - New

Select a page
# Emea]

J Server Roles
K User Mapping
F Securables
K Status

‘Connechion

Server:
TOMAS-PC\SQLEXPRESS

Connection:
AD\tomas holy

o View connection properties

Ready

IT Scipt ~ @ Help

Login name:

IAD\wcngadmin\

(® Windows authentication
() 50L Server authentication

() Mapped to certificate
() Mapped to asymmetric key
[] Map to Credential

Mapped Credentialz

Credential

Default database: master

Default language:

<default>

Provider

Framework NET Genium / Instalace MSSQL

zaskrtnéte ,,Windows authentication”, a do pole ,,Login name:“ zadejte nazev technologického uctu
z Active Directory véetné nazvu domény, napriklad ,AD\svcngadmin®.

7 Na zéloZce ,Server Roles” zaskrtnéte volbu ,sysadmin“ a potvrdte tlaéitkem ,OK”.

B Login - New
Selecta page
F Gs
F

# User Mapping
F Securables
F Status

‘Connection

Server:
TOMAS-PCVSQLEXPRESS

Connection:
ADMomas holy

v View connection properties

Ready

m} X

IT Scipt ~ @ Help

Server role is used to grant server-wide security privieges to a user.

Server roles:

[] bulkadmin
[] dbcreator

[] diskadmin

[] processadmin
[ public

[] securityadmin
[] serveradmin

setupadmin
~

Cancel
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7 Pravym tla¢itkem mysi kliknéte na hlavni uzel vadeho SQL Serveru a zvolte moZnost ,Properties”.

Object Explorer v 1Xx
Connect~ ¥ ¥ ¢

[ER =] TOMAS-PC\SOLEXPRESS

QL Server 13.0.4224 - ADVtomas.holy)

Databases Connect...
S Sectrit).r Disconnect
=] ogins )
S #2MS_PolicyEventF R i
ﬂu ##MS_PolicyTsqlEx Mew Query
& AD\tomas.holy — -
-'.'.i BUILTIN\Users Activity Monitor
m NT AUTHORITY\SY Start
m MT Service\MS50LE Stop
m MT SERVICE\Report
& NTSERVICE:SQLTE  "ause
m MT SERVICE\SOLWr Resume
s NT SERVICE\Winm¢ Restart
& = —
Server Roles Policies L
Credentials Facets
Audits Start PowerShell
Server Audit Specificati P —
Server Objects Reports 3
Replication m
PolyBase
Management I Properties I

7 Na zéloZce ,Security” zkontrolujte, zda méte zaskrtlou vychozi volbu , Windows Authentication mode”.

B Server Properties - TOMAS-PC\SQLEXPRESS — O =
P
Select a page T Scipt ~ @ Help
F General
F Memory
P
: ors Server authentication
4 Connections I@ Windows Authentication mode I
& Database Settings
F Advanced () 5QL Server and Windows Authentication mode
F Permissions
Login auditing
() Mone
(® Failed loging only
(O Successful logins only
(O) Both failed and successful logins
Server proxy account
C 5 [] Enable server proxy account
Server:
TOMAS-PC\SGLEXPRESS | poccporss e
Connection:
AD'tomas holy Options
yif View connection properties
[] Enable C2 audit tracing
[] Cross database ownership chaining
Progress
Ready
Cocl
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7.3 Nastaveni opravnéni pro pristup pres lokalni ucet SQL Serveru
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O NiZe je popsdno nastaveni oprdvnéni pro pfistup do databdze lokdinimu uétu SQL Serveru, ktery je odliny od
technologického uctu nastaveného v identité aplikacniho poolu.

7 V nabidce ,Start” vyhledejte a spustte ,Microsoft SQL Server Management Studio”.

0O b Filtry

Nejlepsi shoda

7 Microsoft SOL Server
L Management Studio 17
Aplikace pocitace

£ Studie

<7 Oteviete uzel ,Security”, pravym tladitkem mysi kliknéte na ,Logins” a zvolte moZnost ,,New Login...“.

Object Explorer v X
Connect~ ¥ ¥ Y G

= @ TOMAS-PCWSOLEXPRESS (SOL Server 13.0.4224 - AD\tomas.holy)
Databases

= Securi
= g
i FF Mew Login... n#E
e » B
= AD
+ BU Start PowerShell
E NTI Reports 3
m NT
= NT Refresh RESS
= NT SERVICE\SOLTELEMETRYSSOLEXPRESS
o NT SERVICE\SOL Writer
m NT SERVICE\Winmgmt
oy 53
Server Roles
Credentials
Audits
Server Audit Specifications
Server Objects
Replication
PolyBase

Management

=
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7 Na zéloZce ,General” vyplfite:

O O O O O

B Login - New

Selecta page
#[ea]

J Server Roles
& User Mapping
K Securables
K Status

Connection

Server:
TOMAS-PC\SQLEXPRESS

Connection
AD'tomas holy

Login name: napfiklad ,svcngadmin“
Zaskrtnéte ,SQL Server authentication”

Password: zvolte velmi silné heslo (toto heslo bude uvedeno v souboru ,,ConnectionString.txt“)

Zaskrtnéte ,,Enforce password policy”
Odskrtnéte ,,Enforce password expiration”
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IT Scipt ~ ) Help

Login name: Isv:ngadm\n I Search...
() Windows authentication

(®) SOL Server authentication

Password

Confirm password.

Enforce password policy
D Enforce password expiration

() Mapped to certificate
(C) Mapped to asymmetric key
[[] Map to Credential

Mapped Credentials Credertial Provider

¥ View connegtion properties

Ready

7 Na zéloZce ,Server Roles” zaskrtnéte volbu ,sysadmin“ a potvrdte tlaéitkem ,OK”.

i Login - New

Selecta page
F Generg

&
B User Mapping
K Securables
& Status

Connection

Server:
TOMAS-PC\SQLEXPRESS

Connection:
AD'tomas holy

¥ View connection properties

Ready

Default database. master ~

Defaut language: <default> o

Cancel

- ] X

I St + @ Help

Server ole is used to grant server-wide security privileges to a user.

Server roles

[ bukadmin
O dbcreator

] diskadmin
[ processadmin
[ public

] securityadmin
[ serveradmin

setupadmin
]
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7 Pravym tla¢itkem mysi kliknéte na hlavni uzel vadeho SQL Serveru a zvolte moZnost ,Properties”.

Object Explorer
Connect ~ Y X!

- 1 X

(VES

=N ] TOMAS-PC\SOLEXPRE L Server 13.0.4224 - AD\tomas.holy)
Databases Connect...
S Sec trit).r Disconnect
=] ogins .
:ug#m S PolicyEvente  Cdister-
Bk EEMS_PolicyTsqlEx MNew Query
& AD‘tomas.holy — -
o8 BUILTIN\Users Activity Monitor
o NT AUTHORITV\SY Start
aa NT Service\MSSOLS Stop
m MNT SERVICE\Report
& NTSERVICRSQLTE  Pause
aa NT SERVICE\SOLW! Resume
B NT SERVICE\Winm Restart
:u sa .
Server Roles Policies b
Credentials Facets
Audits Start PowerShell
Server Audit Specificati R —
Server Objects Reports 3
Replication Refresh
PolyBase
Management I Properties I

Framework NET Genium / Instalace MSSQL

7 Na zéloZce ,Security” zaskrtnéte volbu ,,SQL Server and Windows Authentication mode” a potvrdte tladitkem ,0K*.

B Server Properties - TOMAS-PC\SQLEXPRESS

Select a page

K General

F Memory

F Processors

»

& Connections

# Database Settings
K Advanced

J Pemissions

Conneclion

Server:
TOMAS-PC\SQLEXPRESS

Connection:
ADtomas holy

ﬁ Miew connection properties

Ready

O

*

IT Seipt ~ @ Help

Server authentication

() Windows Authentication mode
I (® SQL Server and Windows Authentication mode I

Login auditing
O None

@) Failed logins only

(O) Successful logins only

(O Both failed and successful loging

Server proxy account
[] Enable server praxy account

Options

[[] Enable C2 audit tracing
[] Cross database ownership chaining

Cancel




